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What's new?

Firewall Policy Presentation and Comparison

There is a new backup type that will allow users to run a backup method that will parse firewall
rules and present them in the device history log under results-log-html.
A selection is available to show only changed rules from the previous backup.

Workflows Enhancements

The Workflow feature was created to help administrators manage and approve the execution of
tasks jobs created by BackBox users before they run on devices.

In the latest BackBox version, we added the possibility for a request to include a reason, the
administrator to refuse the request, and to write a reason for the refusal.

BackBox OS Upgrade

Operating System Update — BackBox runs on CentOS 7, Kernel 3.10 with the latest updates to
all installed software. The new OS update allows better security with vulnerability patching,
enables new technology of the latest OS, and improves performance.

New Cisco Vulnerability Checker IntelliChecks

Cisco Vulnerability IntelliChecks is relevant to any organization running Cisco 10S, 10S XE,
and NX-OS on a variety of Cisco devices. BackBox provides the ability to automatically extract
required device version information and dynamically interact with Cisco's web-based "Cisco
Software Checker" in an effort to assess and identify any related Cisco Security Advisories.

Quick Tasks

New quick tasks feature allows customers to execute task automation and orchestration of their
network and security devices quickly without the need to schedule it or create jobs.

The new feature takes the approach of one GUI window, to select the task to execute, select the
devices to run the task on, and see the logs and the results file in the same place

Workflows

The workflows feature allows running tasks on network and security devices only after the
administrator has approved the task. With this new feature, a user can create a task job to run on
the network and security devices and email the administrator an approval request. The
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administrator can examine the job before approving, and after approval, the task job will run
according to what is defined in it

Lock Modification

Lock modification gives an administrator a way to lock specific automation for modification.
Only users with the role of permission to modify automation will be able to modify it. In big
enterprises when dealing with a lot of automation modification this allows only specific users to
change them.

PAM support

BackBox is broadening is PAM support. PAM support enables the users to not enter passwords
for device locally. The two new additions are: ARCON PAM and THYCOTIC

BackBox Major Enhancements

IntelliChecks (Performance. Operations, Security) + Trends

BackBox comes with a predefined signature set that can check the health of your systems and
keep uniformity and consistency of your device configuration.

In contrast to regular monitoring solutions, BackBox can check things on the application level,
which allows for much deeper intelligence that is not available otherwise.

One set of signatures is performance signatures, that can check things like VPN throughput, the
number of users connected, connection table usage, and so on. BackBox also has a set of
predefined signatures for operational checks that can help you comply with policy standards,
company standards, and auto remediate fixing of the nonstandard configuration.

Another set of predefined signatures relates specifically to security checks. This set can help
identify security risks like vulnerable protocols that are activated, passwords complexity, and
CVE vulnerability.

Any measurable data that is taken during these checks can be collected, saved, and reviewed
over time to identify the device needs; such as upgrades, replacements, or just the need to apply
configuration changes.

Network Visualization

Inventory and asset management has been a long-time feature of BackBox. Since BackBox is
connecting to the devices regularly and pulling the necessary information, BackBox can provide
a dynamic list of devices associated with the network that is automatically populated and
updated with each backup performed.
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In V.6, BackBox takes this advantage one step forward. While connected to the devices,
BackBox grabs network information like routing and IP's and draws a network map according to
it. This map gives users real-time, full visibility of the network, and routes, without the need to
use manual drawings or specifically limited scanning.

From this map, the user can track a route that is taken from one point of the network to the
second point, see backup statuses of devices, and can even open a terminal window to the
devices appearing in the map.

Access Auditing

Access Management adds the ability for BackBox to connect to remote devices without the need
of 3rd party software. It improves the connection experience by giving SSH, TELNET, and RDP
access from one console to all your devices connected to BackBox.

With this add-on, BackBox can open any number of terminal windows to multiple remote
devices, and even broadcast the same commands to multiple windows, saving users time and the
frustration of Adding this feature to your BackBox install will also give you the ability to save
and execute both pre-defined and custom commands. It will also allow any session opened to be
audited and searchable too; which means you can search and find specific commands, who
executed them and even watch a video recording of the session.

CyberArk support

BackBox is now on an official CyberArk technical partner. This allows the use of CyberArk PIM
to allow BackBox to connect remote devices without the need to save credentials locally.

After installing CyberArk agent on BackBox, the customer will be able to define CyberArk use
according to BackBox and CyberArk integration manual.

Auto Discovery

With the new auto-discovery feature, customers can create rules with matching criteria. These
rules will be matched to a discovered device and if a match occurs, they will be added
automatically to BackBox device list with the predefined configuration. This allows customers to
add a bulk number of devices easily and automatically to BackBox with SNMP scanning, and
also to schedule automatically addition of devices to the system.

Performance

Added a new performance tab to collect performance data from devices. The collected data will
appear in two sections. One section will show the collected data for a weekly calendar divided by
hours of the day and present the current value, average, and deviation.

The second section will show graphs of the performance of the collected and desired time.
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Keep duplicate backups

Added ability to decide if BackBox will keep duplicate text-based configuration or not.
Enforce strong password

Enforcing strong passwords when connecting to BackBox GUI.

Login security properties

Configuring security properties parameters such as login attempts allowed and lock time.
Rollback update

Rollback to the previous version after upgrading BackBox, allows recovering from faulty
updates.

SSL certificates and Ciphers

Uploading BackBox SSL certificates from the GUI and controlling which ciphers a user can
connect with.

Real-Time cluster

High availability can now be configured in a real-time manner instead of scheduled
synchronization.

Sites

Additional fields allowing detailed information about site contact, using site logo and limiting
access with ACL.

Agent groups
Creating agent groups can help with both redundancy and load balancing.
Agent dashboard

Detailed agent information presented on the agent GUI.

info@backbox.com S 833 BACKBOX [ backbox.com

automation \

15


mailto:info@backbox.com
http://backbox.com/

intelligent
automation \

5] BACKBOX

TACACS+

Added the option for connecting to BackBox with TACACS+ server.
Google authenticator

Allowing users to login with 2FA using Google authenticator.

User roles

A new list of user roles and what users they are assigned to.

Save a file from backup history to file repository

Transfer your backup files directly to BackBox repository.

GUI edit of text-based configuration

Edit your text-based configuration directly from file repository before sending then to remote
devices.

Tasks custom reports

Create reports automatically from data collected during tasks execution.
Discovery results to IPAM

Ability to add discovery SNMP results automatically to IPAM.

Description field

Description field allows adding any comment in the device details.

Debug backup run

Stop your running scripts with the ability to execute commands during the process.
Reports redesign

Redesigned some of them out of the box reports.
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AWS S3 exports
Added an option to export backup files to S3 buckets.
Notification with trap receiver

Added functionality to send a notification upon receiving trap from a device with SNMP and
SYSLOG and finishing the backup. The notification receiver can get configuration changes to
his email.

BackBox CLI access

Added the option to connect to BackBox CLI from BackBox GUI.
Unscheduled Devices report

A new report in the report system to show all unscheduled device in BackBox.
Technical Survey

Added new tab in device details that collects information from devices for a technical survey.
The fields for the survey are gathered by IntelliChecks.

Device Discovery Import by IP

BackBox will allow the addition of devices in a bulk manner by providing a list of IP addresses.
When supplied with 1 or more IPs in the BackBox User Interface (Ul), the BackBox Platform
will read the IP, or list of Ips, and attempt to make connection to the device using ping and
SNMP.

Once connected, the device will be assessed for vendor make and model, and a backup will be
performed. If the device cannot be connected, an error will be generated.

SSO Support

Added support for SSO solutions that support OIDC, specifically:

Okta
Azure
JumpCloud
Duo
ForgeRock

agrwNE
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Network Vulnerability Manager (NVM)

7.5 is the Generally Available and initial release of the BackBox Platform integrated with Network
Vulnerability Manager (NVM).

BackBox is the FIRST AND ONLY platform that combines network automation and network device
vulnerability management in a way that is PURPOSE-BUILT for network teams to EASILY discover
vulnerabilities in their network, prioritize them according to the risk to their own environment, and
automate multiple levels of remediation, no matter the network complexity.

The BackBox appliance has been renamed to BackBox Network Automation Manager to better
distinguish between the growing offerings from BackBox.

To accommodate this major feature, we have:
e Updated the BackBox Privacy Policy / EULA as a requirement for BackBox’s Network
Vulnerability Manager
e Implemented Network Vulnerability Manager (NVM) Jobs for easy export of devices into the

BackBox NVM product
e Added NVM data info to trail-log

Azure OIDC
Created generic support for OIDC (Azure).
Disk Space Usage

Created a hyperlink in the Ul dashboard that provides users with the ability to see disk space usage in
the UL

Enhancements by Version

Version 6.24.02

e Added origin IP column in auditing GUI

e Added dynamic resize for Access RDP

e Added active directory Bridge Utility to allow and manage BackBox AD/LDAP integration
e Added checkbox for inclusion/exclusion of file repository in self-backup
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e Added new remediation column to IntelliChecks histories

e Extensive reports modifications

e Added support for allowing multiple syslog servers

e Added replicate and delete option to agents

o Added backup files checksum verification for retrieved backups from AWS Glacier
e Added support for Wallix Bastion authentication templates

e Added option to run scheduled cluster sync by schedule

Version 6.25.02
e Added timestamp to log files
e Added an option to set a low threshold percentage for available disk space in administration
e Added control for size deviation per device and per site
e Added an option for multiple SNMP trap hosts
e Added RSA authentication manager support for login
e Added option for Multiline inventory
e Added auditing record for downloading backup files
e Added UTF-8 support from report name and description

Version 6.26.01

e Added time ticks for outgoing SNMP traps and source IP for SNMPv3
e Agent file replication button and schedule

Version 6.29.04

e Added SNMPV3 username validation

e Added option to export only selected devices in the device table
e Added an option for decryption during backup export

e Added network database tab

e Added export to excel in network database grid

e Added performance tab for CheckPoint gateway devices

e Added device ID to device name mapping in self backup

e Changes in Device backup status by group report

e Added Technical Vetting tab

Version 6.30.02
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e Added two new reports: IntelliChecks by signature- failed only, IntelliChecks by device — failed
only

e Added some info in APl device details

e Added new status to devices: Unavailable. Status is for devices in maintenance mode and never
backup devices

e Added External ID field to device details

Version 6.30.51

e Added External API calls for getAllVendors getVendorldByName and DevicesByExternalld

e Added job selection option to IntelliChecks reports

e Added the ability to change encryption key before first-time wizard

e Added an option to suppress alerts after a certain number of consecutive unsuccessful
signatures in job

e  When multiple authentication templates are configured on a device, on successful connect the
working template will have top priority

Version 6.30.60

e Added Connectivity_SNMP field and label changes for technical vetting

e Added Performance Report

e Added functionality to allow recipient per status in the notification

e Added Audit log report

e Enabled status reason filter in backup history

e Added an option for assigning several notifications in IntelliChecks before stop sending
e Added filter by tags to report by device

Version 6.30.70

e Added performance deviation alerts

e Added mount points disk calculation to cluster report

o Added excel file to audit logs report e-mail

e Added alert when deletion of tasks did not delete everything

Version 6.30.83

e Added new column in DB for last modification of sessions
e Added status reason for enqueued automation status in the queue
e Added data collection time range selection for AWS report
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Version 6.31.08

e Technical Survey makeover

e Added items summary to modified sessions report
e Added Modified session report

e Added some improvements no cluster sync

e Added widgets for queue

Version 6.33.01

e Implemented selection by user site of IntelliChecks groups and jobs for 'In Use' lists

e Added the ability to include all indexes for all counters in report notification

e Implemented retention of 1-week old IntelliChecks histories for retention in '‘Backups' mode

e Added display units per performance counter

e Internal command SendMail now sending mail with SMTP server configuration

e Added new deviation alert

e Added notes tab to devices

e Filter in tables is now always on

e Added two new fields in performance signatures, min and max threshold alerts

e Added "In Use" column to IntelliChecks signatures and IntelliChecks groups tables

e Stretched some side sheets as far as the end of the 'name' column

e Divided authentication servers to local and device authentications

e Changed IntelliChecks signature type from Performance to Health

e Added audit for reset device performance

e Added new Internal command: getlicenseinfo

e Added full BTN names to Modified Sessions report

e Added multiple edits for site, type and tag for IntelliChecks signatures

e Implemented unique Engine id for BackBox machines + unique Engine id for traps and
monitoring

e Added some technical Survey improvements

e Added timestamp to IntelliChecks summary report filename

e Added vendor icon to device conf

e Added new report in CSV format — IntelliChecks summary

Version 6.34.01

e Added cluster sync history (BS-1949)

e Added device name to technical vetting PDF report (BS-1967)

e Added external ID to device picker (BS-1983)

e Added support for product selection when importing IntelliChecks signatures (BS-1907)
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e Added server disk usage to device disk usage report (BS-1995)
e Moved documentation section from settings to dashboard (BS-2020)

Version 6.35.01

e Added general log info on IC job failure "Error in backup server call" (BS-2037)
e Added option for SMTP port in sendmail command (BS-2027 + BS-2022)

e Added few parameters for tasks multi edit (BS-1955)

e Added device picker for IC full summary report (BS-2014)

e Improved disk usage report load time (BS-2013)

e Added validator for IC signatures name (BS-2000)

Version 6.36.00

e Added timestamp to compare backup dialog (BS-2029)

e Added all downloadable files that are shown when a report is running to report in email
(BS-2049)

e Added validation to verification command (BS-2044)

Version 6.37.00

e Added switch for SMTP to choose between 'helo' and 'ehlo' (BS-2056)

e Added support for Thycotic password server (BS-2058)

e Added support for Arcon PAM (BS-2046)

e CentOS 7 preparation (BS-2061)

e Added version compatibility to cluster sync (BS-2067)

e Added group description to Device backup status by group report (BS-2071)

Version 6.38.01
e Added scheduling for multiple cloned backup and task jobs
e Added clone option for backup jobs
e Added override device defaults in access terminal (BS-2102)

Version 6.51.05
e Increased limit of the number of LDAP groups to 10000000 (BS-2146)
e Added view column to download history files grid (BS-2107)
e Added an alert when deleting an owner of a task job
e Increased default value and custom value of tasks and task jobs to 10000 (BS-2151)
e Added drag & drop to task and IC dynamic fields (BS-2148)
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Changed AWS XLS report to CSV (BS-2126)

Added a switch to alert only on increased performance deviation (BS-2155)

Added multiple TACACS servers and domain configuration to TACACS server (BS-2139) (BS-2171)
Added select/deselect to all sites in a user config dialog (BS-2108)

Log4j Upgrade and Syslog modifications (BS-2156)

Added cluster indications when failing on disk space check (while running retention) (BS-2172)
Added support for UTF-8 in HTTP alerts (BS-2179)

Added XSS protection when fetching a documentation file (BS-2217)

Added two toggles to the comparison report (BS-2218)

Added /tmp to MySQL conf (BS-2227)

Version 6.52.02

Added trends capabilities (BS-2199)

Added logger record for TACACS authentication (BS-2231)

Added web browser property to device access config (BS-2230)

Removed the need for the collect switch in trends (BS-2191)

Added option to move and save dashboard views (BS-2200)

Improved dropdown filter search inside sheets (BS-2174)

Added horizontal scroll bar to trail-log (BS-2212)

Added the option to attach audit details to audit message via Syslog, SNMP and HTTP alerts (BS-
2228)

Added an option to clone a user

Version 6.53.00

Added IDs of job entities to HTTP notifications (BS-2116)

added a column to devices disk usage grid and disk usage report: Number of Backups (Success /
Suspect) (BS-2250)

added IP address to trail-log on replication from an agent (BS-2251)

Added file and dropdown dynamic field types to IntelliChecks (BS-2211)

Version 6.54.06

Replaced all logos to new logo (BS-2287)

Modified Thycotic API call for secret id (BS-2296)

Added reload of MySql service and enforced max open files (BS-2294)

Added rabbitmgq log rotation (BS-2249)

Added a switch to Backup jobs configuration - 'show excluded lines' (BS-2272)
Added header-based authentication for API users (BS-2298)
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Version 6.55.00

e Added limit for gotoline internal command (BS-2287)
e Upgraded JS libraries (BS-2312)
e Added the possibility to select multiple schedules for jobs (BS-2289)

Version 6.56.09

e Added the ability to add ports to multiple Devices that have their port as part of their BTN (BS-

2300)
e Added a ‘select all’ option in weekly and monthly Audit Log report (BS-2159)
e Added an option to use the Device name in the path for Backup Exports (BS-2326)

Version 6.57.09

e Every upgrade to Version 6.57.00 and higher will present a new End User License Agreement
(EULA) (PM-18)

e Beginning with Version 6.57.00, BackBox will provide an ISO that can be quickly installed for
evaluation or new installation. (PM-44)

e New installations of BackBox will come with a 14-day evaluation license that opens all features
for up to 10,000 devices. (PM-142)

e Version 6.57.00 has the opt-in/opt-out capability to instruct the platform to collect high-level
Telemetry usage data that can be viewed/reported via a cloud interface. (PM-151)

Version 7.00.05

e User Interface Modernization and Refactoring (all customers)

e Support for Okta SSO via OAuth (all customers)

e License Management: Allow Licenses to be shared between the Global Management BackBox
instance and Sites.

o Allow the same device name in different Sites.

NOTE:

In Version 7.00.03, the Network Database and Network Mapping features default to hidden. If you would like
those features to reappear, please contact support@backbox.com

MSP and MSSP Enhancements
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In addition to adding Okta OAuth SSO support, we have improved:

1. MSP/MSSP license management on behalf of their customers
2. Managing overlapping device names & IP addresses when onboarding new customers

License Management.

This feature helps MSP/MSSPs by giving them one global pool of licenses to assign to
their individual customers. Licenses can be drawn down until they hit their own

MSP/MSSP limit (based on what they purchased), rather than pre-assigning a limit for
each individual customer as it was in the past. Both licensing models can still be used.

Management of overlapping device names & IP addresses.

MSP/MSSPs can onboard new customers more easily because they don’t have to de-
duplicate IP addresses or device names if there are conflicts between a new customer and
names/addresses the MSP is already using.

Version 7.01.04

e IP Address has been added as a search option within Access. In prior releases, the only 2
columns in the device picker were device name and external ID.

¢ BackBox deployment is now available on AWS, Azure, and Google Cloud.

e Telemetry process is now monitored. If the Telemetry process is not running, it will be
restarted.

¢ BackBox Agents connect automatically to the Primary BackBox Management instance after
enabling cluster.

Version 7.01.09

e Underlining the hyperlink in the Ul allows customers to see disk space usage.

e Added hash information when downloading back up files.

e Added Device Group to SNMP trap messages after a backup job notification.

e Added IP column as an option to Access ( -> Terminal).

e For customers deploying SSO with OKTA auth and not LDAP, an option was added to use
OKTA Groups over LDAP to do the authentication.

e Telemetry process is now monitored as a critical process for customers that have opted in

e BackBox now allows the same IP on two different Agents.

e Added Site ID as an optional Column heading to be listed under Sites in UI.

e Notifications can now be set using SNMP traps when a backup is completed.

e Selecting multiple sites, then clicking on any of the sites to open its configuration will open
the Edit Multiple Sites configurations dialog.

e Added Excel format export option for "backup jobs" report.

e We now allow FQDN in BackBox SSO for both 'Redirect URL' and 'Initiate login' fields.

e Added column for "user site name" to audit log view in Ul.
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e Local APl users can now use a token to authenticate via APl to BackBox. If SSO is enabled,
there will be no option to use token authentication.

e Added History ID into the Dynamic status field tab in Auditing for tasks/backups.

e Improved upgrades for customers that have deployed multiple Agents.

e Add a Filter on the device list for "License Type", Simple and Complex.

e Provided an OVA for BackBox Installation.

e Added the option to the discovery feature to add a Device by OID.

e Added a cleaner, SSO friendly login page.

e Added PowerShell as an option in terminal/chroot and is accessible as an automation using
get-pssession.

e Created external API calls for dashboard items.

e Added a Filter on the device list for "License Type".

e Added support for SSO solutions that support OIDC. Validated versions include:

Okta

Azure
JumpCloud
Duo
ForgeRock

O O O O O

Version 7.01.14

e Merged two External APl controls. Added an example on the API calls and appended
'/dashboard/' to the URL - See updated Swagger example in the Ul (PM-1094)

e Added 'License Type' Column to Devices table (PM-1104)

e Added the option to override predefined tasks and IntelliChecks (PM-1140)

e Added APl identifier field to devices and %%EXTERNAL_ID%% to customization commands (PM-
1154)

e Improved the session-timeout login experience on New login screen (PM-1173)

e Removed TLSv1.1 and added TLSv1.3 support (PM-1178)

e BackBox now exposes all IntelliChecks Jobs Endpoint via External API (PM-1208)

e Added Run IntelliChecks to external API (PM-1209)

e Added groups claim to SSO login request (PM-1223)

e Improved messaging around LDAP and Notification upon user login (PM-1231)

e Added SHA information when using Download backed up files, instead of just when Restore is
clicked. Prior to this change, when we restore a file automatically a table is displayed that shows
the hash when you backed it up and when you restored it. If you do the restore manually you
want to see that the file did not change. (PM-216)

e Added the ability to add a rule for the discovery feature to add a Device by his OID (PM-381)

e Added Agent NAT IP and display it in the 'Server IP' Dynamic Field of a Device.

e In Device configuration, the 'ServerlIP' dynamic field currently shows a selection of the IP
addresses of the interfaces of the Backbox server/Agent.
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If there is a NAT between the Agent and a device, and the device backup option requires 'Server
IP' field, the %%SERVER_IP%% variable should be populated with the NAT address rather than
the actual address. (PM-729)

Implemented the ability to support role names containing '/' and save them to a user (PM-848)
Appended “Minutes” to the timeout retry. This was seen when the Time Out Between Retires
had no time increment in Backup Failures Retry configuration. (PM-860)

Added "Site name" column in Audit log and Download Log for Auditing (PM-915)

Upgraded Excel Files option to '.xIsx' Format (PM-924)

ion7.5.0

Network Vulnerability Manager (NVM) integration.

Generally Available release of NVM.

Feature Tracking
Number

Intellichecks Jobs add Device or Devices Endpoint PM-818
PM-827

As a user | want to be able to dynamically add a device or group of devices
to an existing IntelliChecks job via API. For single devices | would like to
access them by IP, deviceld, or externalld. For groups of devices, | would
like to access them by groupName, or groupld.

Task Job Add device or Devices Endpoint PM-819
PM-820
As a user [ want to be able to dynamically add a device or group of devices to an
existing job via API. For single devices I would like to access them by IP, deviceld,
or externalld. For groups of devices I would like to access them by groupName, or
groupld.

Expose all IC Jobs Endpoint via External API PM-1208

For tasks and backup jobs we deliver a capability to grab a job list via external
API. As an API user | would like the same for intellichecks.

Added Run Intellichecks to external API. PM-1209

As an API user | want to be able to run any job type from the external API.
IntelliChecks Jobs today don’t have this ability.

Improved the LDAP and Notification user login. PM-1231
Added the option to scan/ignore ranges in octets. PM-1250
Task Job Summary PM-1224
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As a user | want to be able to information on which Devices are attached to a
Job, the Job Schedule, Tasks, and full device details: IP, Name, Version, Model,
Description.

Added and external API call for Task/Backup/IC get devices PM-1287

As a BackBox Admin, | want to utilize the new add and remove devices
calls in aa simple way to get the current devices so | can see what is there
already before adding or removing, as well as have a template for data to
send to me add/remove calls.

Extended the STATUSREASON DB column in table PM-1321
DEVICE_BACKUP_HISTORY (~10K characters).

Added a searchable report from the USAGE tab for multiple devices PM-1386

This searchable report provides a clear aggregated view of which devices
are scheduled and whether the schedule is a job or task.

External API for Groups PM-1439

As a user | would like to be able to get the list of groups, add a group, delete
a group, add device/s to a group, remove devices from a group via external
api via login or token.

Bug fixes

Version 7.5.0

Known Issues

e SNMP properties are incorrectly updated when saving information in SNMP Monitoring —
Contact Support.
e Rarely used IntelliChecks Full Summary report may not run — Rarely used. Contact Support.
e Cluster Sync:
o Cluster doesn't sync up at the first time — Re-run the sync to correct this issue.
o Key permissions change when cluster sync primary is from the old ISO and the
secondary is from a new ISO — Contact Support.
e SNMP properties are incorrectly updated when saving information in SNMP Monitoring —
Contact Support.
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e Rarely used IntelliChecks Full Summary report may not run — Rarely used. Contact Support.

e Cluster Sync:

o Cluster doesn't sync up at the first time — Re-run the sync to correct this issue.
o Key permissions change when cluster sync primary is from the old ISO and the

secondary is from a new ISO — Contact Support.

Fixes

Issue

Tracking
Number

Resolved issues with Access -> SSH not working correctly on Agents.

PM-853

Creating notification with existing name on Sites.

Resolved issue with Notifications with the same name. When attempting to
edit the 2nd notification, error message displays: “Failed to execute request:
Name Already Exists”.

PM-921

Resolved an issue where service self-monitoring would erroneously place
logs within the /var/log/messages folder. These logs would state that the
mariadb service was not properly started, even if it was.

PM-928

Customizable ApplID for CyberArk integration SF18297

We now allow the ability to edit the ApplID that is set on the BackBox for the
CyberArk integration, per CyberArk’s recommendation not to hard code the
ApplID, but rather default it to a value that is associated with the company
and the product. Allow customers the ability to specify a different value if
needed.

PM-967

Add an ignore list to the discovery tab. The customer should be able to give a
list of IP’s that will be ignored during the scan.

PM-1188

Product selection doesn't keep the selected options

Selecting any option in the IntelliChecks Product Selection, then searching in
the filter’s field (Vendor, Product, Version, option) will not keep the selected
options.

PM-1194

Resolved a reported issue involving question marks placed in the wrong
location in Retention policy configuration.

PM-1196

Resolved an issue where several task jobs included devices that haven't been
selected.

PM-1198
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Upgraded quartz upgrade from version 2.2.2 to 2.3.2. PM-1203
Resolved and issue with dynamic variable drop-down default value is the key | PM-1206
list.

If you choose a dynamic variable as drop-down and provide values, this

IntelliChecks would address the %%POLICY%% variable as

"protect,restrict,shutdown" instead of an empty variable.

IC/Task/Backup Running Status. PM-1207
As an APl user | need visibility into what the status of a Job is. | would like to

be able to have a unified API call that takes:

1. Job Type=[backup,task,intellicheck]

2.Job ID

and returns:

{status:[completed, running], lastRunStartTime: timestamp,

lastRunCompletionTime: timestamp, lastRunJobHistorylID: jobHistoryID}

As a preference if JobType is not required to do this lookup and JobID is

unique | would prefer not to have to provide JobType.

Resolved issue where Intellichecks Job ->Mandatory Dynamic field was PM-1212
required even when "override for devices" used.

In the Scenario when | set up an IC job which has a mandatory dynamic field,

it would not let you save the Job if the field was not entered/selected.

However, if | used the ‘override for devices’ option, and have

entered/selected the dynamic field per each device, it should let me save the

job.

Resolved a reported issue where the html-results-log was not scrollable. PM-1213
Resolved a regression where v7.x results-log-html was missing the scroll bar.

Resolved the ability to click buttons repeatedly causing several unnecessary | PM-1220

run actions.

While testing out CyberArk, the user is able to click several buttons in the Ul,
like the “Test CyberArk Connectivity” button several times at once, and we
ran the action as many times as there were clicks.

This can cause some back-up in processing data, and result in the Ul failing.
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Resolved groups claim not being sent in SSO login request, causing LDAP SSO | PM-1223
login failure.

Updated the restart timeout wait PM-1227
When a cluster sync is performed, in rare instances the secondary server

does not properly restart after the sync has been completed.

Resolved an issue where a user could not login to SSO with an LDAP user that | PM-1236
previously logged in directly without utilizing SSO.

Resolved a reported issue of the scroll bar missing when zoomed in. PM-1242
When zoomed in (ctrl +) in Administration > Network Settings > Date and

Time, DNS, Alerts a scroll bar is not presented to the administrator,

preventing the “save” button from being presented in some situations.

Resolved a reported issue with the Trends Report PDF. PM-1243
When running the Trend report manually in the BackBox webUI, the Trends

Report information is displayed correctly.

If you try to open the PDF it is blank, as well as when the scheduled Trends

Report runs, it sends a blank PDF.

Resolved an issue where a device Name URL Encoding needed an ending "/" | PM-1244
When a customer has a “/” in the device name and he tries to download a

file the URL for the APl to download it doesn’t encode the “/” and it breaks

the download.

Resolved an issue where users could not edit sites in User Configuration PM-1246
window

When adding a new notification user and saving it without closing the

configuration window, editing sites and saving will pop up a general.log

error.

Scenario:

1. Go to Authentication > Add

2. Create a Notification type User, and save

3. Checkmark another site & save

Resolved an issue where the save button is enabled when editing a job with | PM-1247

schedule/s without changing anything.
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Resolved an issue when running the IntelliChecks By Signature/Device - PM-1248
Failed report.

Running the “IntelliChecks By Signature — Failed” report gets a failed

message.

The report is supposed to take the last status only, so If the last job did run

successfully the report needs to be empty.

Scenario:

Run a Job with something in Failed Status.

Change the script so it is successful.

Run the report

Inserted IntelliChecks name in the top of trail logs like with tasks and PM-1261
backups.

Added a line for administration.SHOW_NVM for ease of NVM PM-1264
implementation

Check and validate if administration.SHOW_NVM is present in
/backbox/backbox-3.0/conf/settings.administration.properties during install

or upgrade of BackBox.

If not present, add the line with the 'false” flag.

Resolved an issue with results on Checkpoint Licenses / Contracts report PM-1269
when devices running on Agents.

Resolved a regression where the external API for Task Jobs Update no longer | PM-1271
worked as in previous versions.

The put /api/taskJob endpoint in previous versions of backbox allowed

replacement of devices by using ‘itemsIN_Backuplob’: [{'itemld: integer,
'itemType':integer}] field. This now returns an error when attempting to do

so. There is now an inability to utilize the get data and submit it to a put call

to create the same job.

Updated post.sh to pre-create /root/.ssh/known_hosts as a blank file. PM-1277
.ssh folder does not exist post-install, preventing ssh keys from being kept

until flushed on the backbox server.

Fixed db error when deleting a device. PM-1278
APl result is not displayed in a readable format PM-1279

Resolved issue that occurs when running the API "/rest/data/devices/static"
where the lastBackupDate value comes in epoch time and people cannot
monitor backups with that time stamp.
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Closed ResultSet(s) in DBDiscoverylgnoreltemManager.

PM-1283

Added the ability to have "All devices" in a Jobs device selection

As a BackBox Admin, | would like to have the ability to have all devices in the
Device Selection screen in the Ul. This feature now allows the admin to sure
that jobs they wish run on all devices will include all devices, including
devices that have been added after the job was configured.

Prior to 7.01.17, unless there's a group selected, and the added device is part
of the group, newly added devices need to manually be added to the job.
This functionality is also useful for all customers and especially Backup
export jobs that are based on tech survey IC jobs.

PM-1291

Resolved the issue where the Device Dynamic Field, Cluster Node IP list is
empty.

IP duplication breaks the chain of the Cluster Node IP devices list, so no
devices show up. All the IP’s should show, even if there are duplicates.

PM-1294

Resolved syslog notification issue with manual backups

The request was made that manual backups trigger a syslog message (with
the results).

Customer is using syslog message notification to a syslog server which then
opens/closes tickets for failed backups in an internal ticketing system.

In the case a manual backup is run - syslog notifications are not sent - as it
doesn't have a notification job attached like a backup job does. This means
that if a backup failed (ticket opened) and an engineer has initiated a manual
backup, the ticketing system will not be updated until next scheduled run.
Functionality was added to SNMP traps recently, but not to syslog.

PM-1299

Updated the RamUsagePercent.java for memory calculation, as it would
timeout during SNMP calls causing snmpwalk to fail with a timeout after
update to 07.01.14 (OID with error .1.3.6.1.4.1.54782.1.3.3).

When customer is running the below command after updating to 07.01.14:
snmpwalk -v3 -l authPriv -u <removed> -a SHA -A <removed> -x AES -X
<removed> localhost .1.3.6.1.4.1.54782.1

They are receiving a timeout when attempting to walk the mibs:
SNMPv2-SMI::enterprises.54782.1.1.0 = STRING: "7.01.14"
SNMPv2-SMl::enterprises.54782.1.2.1.0 = INTEGER: 8
SNMPv2-SMI::enterprises.54782.1.2.2.0 = INTEGER: 6
SNMPv2-SMl::enterprises.54782.1.3.1.0 = INTEGER: 32173
SNMPv2-SMI::enterprises.54782.1.3.2.0 = INTEGER: -5375

PM-1301
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Timeout: No Response from localhost

This is the specific error in our monitoring system
backboxSnmpStatus=0

error=java.io.lOException: Encounter error when walk the
0id(1.3.6.1.4.1.54782.1), errorMsg=General variable binding error

Resolved Azure SSO issue that was failing due to "groups" scope. PM-1318
When configuring SSO, if the Azure Configuration is performed as an

Enterprise Application, additional claims are automatically sent that BackBox

is not prepared to consume.

Needing to identify a work-around for these to allow for consumption of SSO

with Azure post 7.01.14

Added performance improvements in Dashboard and scheduled PM-1328
performance tasks. Updated the commands for memory calculation.

monit fails to start due to a missing /var/monit directory PM-1339
Output data from IntelliChecks and Backups can now be placed within the PM-1346
File Repository by checking the option “Add to File Repository” on each Job
configuration screen

Updated the RAM percentage calculations to leverage used+shared memory, | PM-1351
removing buffered/cached due to buffered/cached being volatile RAM

usage.

Activate NVM request from within the Ul PM-1352
Added company name to automated network vulnerability manager tasks PM-1374
for import into NVM.

Added scopes to OidcSsoServerConfig toString. PM-1375
Added audit messaging for tasks that send data to the vulnerability portal. PM-1384
Resolved an issue where the Discovery job would begin running after saving | PM-1385
the job with schedule.

All Task Jobs now include Audit Details, being sent when Notifications are PM-1388
configured for a Task Job.

Removed SSO restrictions from long life APl token users when SSO is in use. PM-1400
Winexe is now included with BackBox, for use with all Job types. PM-1401
Resolved an exception when running discovery jobs when the device PM-1406

description is null (Add devices by rules).
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Created error message when Discovery jobs -> Import CSV - Add was greater
than 1000 IP addresses.

Error generated: Failed to execute request: IP addresses limited to 1000

PM-1411

Updated NTP state check. SNMP OID 1.3.6.1.4.1.54782.1.4.3 is failing.
0OID 1.3.6.1.4.1.54782.1.4.3 is failing with:
Error in packet.

Reason: (genError) A general failure occurred
Failed object: SNMPv2-SMl::enterprises.54782.1.4.3

PM-1412
PM-838

Resolved inconsistent results with SNMP OID: .1.3.6.1.4.1.54782.1.4.2
(network receive).

PM-1414

Resolved a reported issue where you could not Add/Edit a backup job via
discovery job.

PM-1428

Resolved an issue where the monitor process was incorrectly monitoring the
backbox PID and not the app-server PID

PM-1446

Memory exhaustion

Massive amounts of data being gathered for Inventory and IntelliChecks
performance changes can cause issues with Performance Reports generated
for Devices.

Changes were made to:

Increase the log file sizes and number of files that can be generated.
Log roll-over and the amount of data being gathered were reduced
Removed unnecessary IntelliChecks completion messages from the logs

PM-1467

In rare instances, the Web GUI will not properly load if TLS 1.3 is enabled
within BackBox.

Changes made:
Removed TLS 1.3 as a configured method.
TLS 1.2 is the only supported connection method to BackBox.

PM-1541

The nmap package was added to the base BackBox upgrade

PM-1550
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Version 7.01.14

e Resolved display issues when making multiple selections on Tables (PM-1025)

e Resolved issue when adding new task/IC jobs with a task/signature that has encrypted dynamic
fields (PM-1042)

e Resolved issue with BackBox ASCII art (PM-1053)

e Fixed the reported issue where the size column in file repository was not properly sortable by
"bytes" / "kb" / "mb" (PM-1060)

e Set default route to be in a persisted state from the Ul (PM-1081)

e Resolved the issue of Imported devices not selecting the default Backup Type (PM-1123)

e Resolved the issue of exporting IntelliChecks signatures with dynamic fields of any type
defaulting to text type on import (PM-1125)

e Removed network map caching when network map feature is not in use (PM-1136)

e Resolved an issue where IntelliChecks status incorrectly stated they were running (PM-1139)

e Resolved the issue where there was no save option presented when switching to Add devices by
rules in Discovery (PM-1161)

e Corrected cluster sync issues after first sync. (PM-1172)

o Known Issue: There is a known issue where an initial, first-time cluster sync states
success the first time it runs, but it does not sync, requiring an admin to run the sync
manually a second time. Subsequent syncs will work after the initial sync.

e Resolved the issue when logging in with SSO to LDAP was pulling the first user in the list when
multiple LDAP groups were present (PM-1175)

e Resolved issue with “/” LDAP login (PM-1186)

e Resolved the issue where Product selection was not preserving the user selected options (PM-
1194)

e Resolved the issue where “?” were displaying in the wrong location in Retention policy
configuration (PM-1196)

e Resolved running task job with several tasks pulling in devices that were not selected (PM-1198)

e Resolved an issue with IntelliChecks when selecting a dynamic variable as drop-down would
address the %%POLICY%% variable as "protect,restrict,shutdown" instead of an empty variable
(PM-1206)

e Resolved an issue when setting up an IntelliChecks job with a mandatory dynamic field, it would
not let you save the Job if the field was not entered/selected (PM-1212)

e Fixed html-results-log to be scrollable (PM-1213)

e Clicking buttons repeatably does not queue tasks or jobs and greys out the button (PM-1220)

e Resolved an issue where users could not login to SSO with LDAP user that previously logged in
without utilizing SSO (PM-1236)

e Occasionally, when zoomed in (ctrl +) in Administration > Network Settings > Date and Time,
DNS, and Alerts, a scroll bar is not presented to the administrator, preventing the “save” button
from being presented (PM-1242)

e Resolved an issue when a customer has a “/” in the device name and downloads a file, the URL
for the APl to download it doesn’t encode the “/”. (PM-1244)
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e Resolved an issue when adding a new notification user and saving it without closing the
configuration window, editing sites and saving will pop up a general.log error :

o “REST Webservice termination | Name : editUser | Error: null REST Webservice
termination | Name : editUser | Error: null” (PM-1246)

e Fixed an issue where the Save button on job configuration was enabled when editing a job with
schedule/s without changing anything (PM-1247)

e  When running a report called “IntelliChecks By Signature — Failed”, resolved the issue where a
value change kept getting a failed message, however the report should show the last status
only, failed or successful (PM-1248)

e For NVM, check and validate if administration.SHOW_NVM is present in /backbox/backbox-
3.0/conf/settings.administration.properties during install or upgrade of BackBox and add the
line with the 'false” flag if it is not present in the config file (PM-1264)

e Fixed an issue where BackBox was displaying the wrong results on Checkpoint Licenses /
Contracts report when devices running on agents changed (PM-1269)

e Resolved an issue with new deployments of BackBox servers.

e In Backbox servers deployed from a recent, new ISO, /etc/sysctl.conf is at a pre-V6 default state,
meaning it does not include all the config lines that we have in Backbox deployed from original
ISO or upgraded from V5. (PM-742)

e SNMP mibs now properly enumerate when querying the BackBox server and it’s OID of 54782.
Various child OIDs may or may not populate, though typically the enumeration fails with a
general error on inconsistent OIDs (PM-838)

e Resolved an issue where the Access feature did not properly allow SSH (PM-853)

e Added 2 rows are missing in the snmpd.conf file:

o syslocation Safeway, BackBox
syscontact root@localhost.localdomain (PM-854)

e Resolved a reported issue where a User’s disappeared when the password contains more than
65 characters (PM-873)

e Resolved an issue where Site name changes allowed notifications to be sent with the existing
name (PM-921)

e Changed the login attempt limit to number of failed attempts rather than any attempt (PM-934)

Version 7.01.09

e Inrare instances, compare exceptions and removed lines were not displayed in the
comparison report and in the 'Attach comparison result files to Email'.

e  When using the BackBox API, the user should be able to authenticate with a token to
enable 1 step login to the system API.

e For SNMP traps, the source IP is now displayed in the alert.

e Resolved ‘reconnect issues’ temporary Ul message where agents were offline.

e Resolved an Access issue where Send/Broadcast commands could not be sent from the
lower bar within the Access Feature.
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e Resolved an issue with IntelliChecks signatures where the parent counter was not
incrementing correctly in recursive routines.
e Update/Document IntelliChecks, Task, and Backup changes to allow for yes/no/fingerprint
with RHEL 8 or later.
e Resolved an issue when trying to save vaults on “clean installs” that had no vault or SSO
configuration saved yet.
o When trying to save a Vault (for example Thycotic) this error would be displayed:
o SSO Bug.png|width=1168,height=518!

e Resolved an issue where admins were unable to save IntelliChecks jobs with mandatory
Default Value in Dynamic Fields.
e Atoken should have time to live.

The default for a token should be 30 days, and a user should be able to change it from 1
to 180 days. -There should also be an ability to refresh the token.

e Resolved an issue where after an upgrade to v7.00.05, RADIUS would fail to authenticate.

e Resolved a Ul issue where the History ID column did not exist in the 'History' page in new
ul.

e Resolved an issue where the child task was getting the wrong status if Remediated,
Success, and NA for remediated.

e  When running a group of IntelliChecks with remediation, the parent IC would only get the
correct status if Remediated, Fail, and Yes are present for remediation.

e Ensure we do not show token users as connected users and set default days to expiration
to be 30

e Resolved an issue where the creation of a user via APl Tokens would add duplicate users

e Resolved an issue where the Copy Token button feature did not copy the token

e Resolved an issue where editing roles configuration did not update the API token user’s
permissions.

Scenario:
1. Create a role with custom permissions.
2. Create a user with these custom role permissions.
3. Create an API token attached to the user with the custom role permissions.
4. Change the role permissions.

e When sending a POST
[/authentication/longLifeTokens/add | https://172.31.252.135/rest/data/swagger-
ui.html#!/long45life45tokens45controller/addTokenUsingPOST] request via Swagger, an
AP| Token could be seen in the Ul, however a response was not sent.

e Updated End User License Agreement to better cover cloud deployments, integrations,
and services.
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Version 7.01.04

e Resolved a scrolling issue in Access. (PM-200)

e Clarified the Time Out value in the Ul setting is listed in seconds. (PM-214)

e Resolved an issue with Access being unable to connect with error message “No route to
host”. (PM-322)

e Restore BackBox configuration on a new instance of AWS fails to load properly. (PM-446)

e Telemetry feature was enabled during new installation when the user selected disable. (PM-
688)

e Resolved an issue with new installations having an empty sysctl.conf. (PM-742)

e Resolved an issue where an empty chmod command created a file lock. (PM-814)

e Resolved an issue with removal of LDAP users failing to login via SSO. (PM-839)

e When arole is NOT created by the BackBox default admin user (administrator), an LDAP user
with OKTA enabled that has that role will not be able to login if only assigned to one group. (PM-
849)

e Resolved an issue opening Ul side sheets in Firefox. (PM-850)

e Resolved an issue with updating the counter on the parent task when running an IntelliChecks
group with several signatures that include a gotoLine limit. (PM-893)

Version 7.00.05

e Backup jobs are not sorted by ID. (PM-270)

Scenario:

When adding a new backup job, the new backup job should be inserted at the bottom of the table.
e First time wizard - data in retention policy configuration is not visible. (PM-348)

In the Retention step wizard, when you choose retention policy and open edit view, the data (labels,
text and border) is not visible due to the text color being white on a white background.

e Resolved an issue with SNMP Traps error if Uptime is too high. (PM-359)
The variable that is used to send SNMP traps needed to be initialized with the system uptime.

¢ Resolved an issue with Task reports, dynamic fields order. (PM-430)
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When changing the order of the fields under task reports by par example: Deleting the first field and
adding it again as last field.

After saving, closing and re-opening, the order is no longer changing
¢ Resolved an issue with Task reports missing values in notification. (PM-449)

Task Report values were missing in the notification, even though values were saved successfully
according to the trail log.

e Resolved an issue with Thycotic Integration. (PM-450)
Customers require the following possibilities with Thycotic Integration:

o Have only the elevation password pulled from the third-party password vault and
the regular user/password from BackBox.

o Have only the regular user/password pulled from the third-party password vault and
the elevation password from BackBox.

e Resolved an issue with a job running after disabling device maintenance mode. (PM-486)

Scenario:

Enable maintenance mode for 1 device
Go to IC jobs, add the device to the job
Run job several times

Go to devices, disable maintenance mode
Run the IC job again

vk wn e

e Resolved an issue with Device Compare exceptions containing invalid data. (PM-495)

An API ‘get’ call (/api/device/{deviceld]) call response returned multiple devices which resulted in
string in Compare exceptions: '[""]". Further, this caused exclusion of lines to be compared and
exceptions when editing the data.

e Resolved an issue where there was no /tmp on AWS instances. (PM-514)

There is a check whether there is sufficient space to transfer the database file before the cluster
starts syncing. In the new AWS instances /tmp is mapped to / which doesn’t exist and caused the
cluster sync to fail.

e Resolved an issue where vsftpd was missing from the latest-release-iso. (PM-548)

e Resolved an issue regarding failure retries and authentication templates. (PM-734)
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Version 6.57.09

e Resolved an issue where administrators could not save a value higher than 98 (days) in the User
interface for daily schedules to be run on a semi-annual (180 day) or quarterly (120)
frequency. (PM-199)

e Resolved an issue with the Open Access Terminal where the display of the Devices grid was cut
off. (PM-200)

e Added the gocr RPM which is needed for HP Office Connect Switches, Model 1910, cURL. (PM-
246)

e Resolved an issue with Device Discovery when traversing a large subnet (~260k IPs) and
subsequent issue where adding devices by rules would disappear when the job was closed and
re-opened. (PM-264)

e Resolved an issue with Quick Tasks that generate files on an agent device were displaying a
general.log error. (PM-277)

e Resolved an issue where users were unable to add Technical Survey fields due to foreign key
restraints. (PM-279)

e Resolved the issue of incorrect headers on technical survey report download where the headers
in the excel file are incorrect. (PM-281)

e Resolved the Access terminal issue where sessions would disconnect with an error: Unable to
connect: No route to host. (PM-322)

e Resolved the login issue where a user cannot login when assigned to more than one LDAP
group. (PM-324)

e Updated the Backbox logo to the First Time Installation Wizard for a more consistent
experience. (PM-329)

e Resolved an issue where an encrypted field was displayed in clear text after adding a
configuration via IntelliChecks with a dynamic field and then turning off the “needs encryption”
button. (PM-334)

e Resolved the issue where multiple users logging into BackBox with the same username would be
logged out when a user with that username logged out. (PM-336)

e Resolved an issue where the devices password was always blank when exporting devices. (PM-
352)

e Resolved an issue with /tmp on AWS instance deployments. (PM-514)
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Version 6.56.09

e Resolved an issue where the Global Authentication template was not visible for a Device on a
Site (BS-1884)

e Resolved an issue where a product selection warning would pop up when multiple edits were
made to IntelliChecks (BS-1944)

e Thereis no longer an issue with an error message stating no devices are selected when
exporting selected devices and toggling Export Only Selected Devices (BS-1989)

e Resolved an issue of a slow Ul when performing Ul operations on jobs that run against lots of
devices, also seen when running jobs against empty device groups (BS-2054)

e Resolved an issue with response headers when running the external API call — runDevices (BS-
2055)

e Resolved an issue where devices are removed when filtering by IntelliChecks or Agent column in
the Devices grid (BS-2059)

e Resolved the issue were clicking “No” after deleting a Device Group proceeded to delete the
Device Group (BS-2290)

e Resolved the issue where table headers in the Ul may disappear and the top menu overlaps
itself when shrinking the width of the browser window (BS-2293)

e Resolved an issue where disconnecting a single user did not work due to a session timeout (BS-
2302)

e Resolved an issue where the retention table was not removing records from the IntelliChecks
and Backup job history tables (BS-2304)

e Resolved the status message with a clearer status when the status in the ‘Result options’ was
Suspect / Failure and the Message is empty (BS-2329)

e Resolved an issue where a command fails when it should succeed when the command line
contains the excepted results expression with a failure status (BS-2330)

e Resolved an issue when a Backup with multiple authentication templates ignores the wait for
status in result options on the second template (BS-2332)

e Resolved an issue where adding a new Device would allow a default option that could be
overridden on upgrade (BS-2343)

e Updated time zone RPM due to time changes errors (BS-2346)

e Resolved an issue where mounts were not cleaned and caused issues for the server startup
process (BS-2347)

Version 6.55.00
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e Removed RabbitMQ (BS-2320)

e Rewrite the monit service (BS-2316)

e Fixed an issue with the BTN option name printing to trail log (BS-2299)

e Fixed an issue with the command echo as the command output when output is empty (BS-2323)

e Fixed an issue with possibility for CSV injection (BS-2310)

e Fixed an issue with deserialization of untrusted data when importing commands, compare
exceptions, dynamic fields, BTN, IC signatures (BS-2308)

e Fixed an issue with filter color in IPAM (BS-2322)

e Fixed an issue with RO community value in alerts is clear text (BS-2324)

e Sanitization refactor (BS-2307) (BS-2309)

e Fixed Polkit vulnerability CVE-2021-4034 (BS-2331)

e Fixed some issues with backup event handler (BS-2328)

e Fixed an issue with invocation of MySql dump command and password during cluster sync (BS-
2317)

e Fixed an issue with grid filters not filtering dash (BS-2312)

Version 6.54.06

e Fixed an issue with the upgrade script and Check Point management option replacement (BS-
2286)

e Fixed a critical vulnerability in the Apache Log4j library CVE-2021-44228 (BS-2301)

e Fixed an issue with the creation of pointers from suspect backups on an agent (BS-2266)

e Fixed an issue with multiple error popups in Access with wrong credentials (BS-2284)

e Fixed an issue with sending big files at the end of a job and improved comparison report (BS-
2273)

e Fixed an issue with task job status update when running on sequential run mode (BS-2280)

e Fixed an issue with the update of status for local command when waiting for BBP (BS-2263)

e Fixed an issue with duplicate backup jobs running on schedule (BS-2265)

e Fixed an issue with backup jobs showing excluded lines switch (BS-2272)

e Fixed an issue with the comparison of 2 files in the PDF (BS-2257)

e Fixed an issue with the date and time picker in IC jobs is visible for ‘Run Once’ schedule option
only (BS-2256)

e Updated SwaggerConfig.java with token option (BS-2298)

e Fixed a typo in Access (BS-2284)

e Fixed a small issue with the compression feature (BS-2273)

e Hotfix modification for Patched Log4j2 2.16.0 (BS-2301) prevented auth token endpoints from
receiving a valid cookie without a valid auth header and proceeding (BS-2298)

e Fixed an issue with auth token endpoints receiving a valid cookie without a valid auth header
and proceed (BS-2298)
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e Updated log4j to version 2.17.1 (BS-2301)

Version 6.53.00

e Fixed an issue with failed FTP connections using OS Users (BS-2175)

e Fixed an issue where authentication template was not removed from the device in some
instances (BS-2182)

e Fixed an issue with Dashboard views (BS-2200)

e Fixed an issue with switching a site user while in the discovery jobs table (BS-2242)

e Fixed an issue with deletion of old /backbox directory backups (BS-2060)

e Fixed an issue with changing root password when FIPS is enabled (BS-2243)

e Implemented some TACACS domain modifications (BS-2237)

e Fixed an issue with compare report and large HTML files (BS-2253)

e Changed the name of a button on TASKS-> File repository to 'Replicate To Unsynced Agents' (BS-
2241)

e Fixed an issue with roles not allowing to edit device (BS-2255)

e Fixed an issue with OS username can be a numeric value (BS-2252)

e Fixed an issue with run button enabled inside dialog even when user doesn't have permissions
(BS-2240)

e Fixed an issue with visible local authentication tab on user site (BS-2238)

e Fixed an issue with entries of SHA256 calculations when history turns into a pointer (BS-2245)

e Fixed an issue with remediation running when there were no remediation commands (BS-2232)

e Fixed an issue with the weekly schedule running a job after restart in the same day (BS-2247)

e Fixed an issue with getClusterHistory API 406 error (BS-2258)

e Fixed an issue with administration login attempts and lock values (BS-2074)

e Fixed an issue with device network info validation (BS-2264)

e Fixed an issue with unnecessary logs and log rotation (BS-2249)

e Fixed an issue with run now, terminate all, save as job permissions in quick task, and backup
now permission in network map (BS-2240)

e Fixed an issue with duplicated IC dynamic fields error message (BS-2211)

e Fixed an issue with Java memory (BS-2271)

e Fixed an issue with service doesn't start after saving date and time (BS-2288)

e Fixed an issue with the process of cluster restart (BS-2267)

e Changed 'Device_backup_status_all' report name to 'Device_backup_status' in mail (BS-2260)
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Version 6.52.02

e Fixed an issue where access can't run in Chrome (BS-2230)

e Fixed an issue with web browser width in Access terminal (BS-2230)

e Fixed an issue with trail log missing line for IntelliChecks aggregation main run (BS-2233)

e Fixed an issue with access terminal 'open' with URL postfix (BS-2226)

e Fixed an issue with API call getLastSuccessfulBackuplds (BS-2181)

e Fixed an issue with wrong error in reset IP tables (BS-2208)

e Fixed an issue with NTP sync (BS-2028)

e Fixed an issue where not all statuses per recipient are selected by default in Notification Jobs
(BS-2185)

e Fixed an issue with report notification without email causing files creation in data/tmp (BS-2133)

e Fixed an issue with clearing devices selections in access terminal after connection (BS-2203)

e Task job workflow modifications (BS-2220)

e Fixed an issue with inventory report missing dynamic fields (BS-2178)

e Fixed some issues with Thycotic integration (BS-2235)

e Fixed an issue with IntelliChecks job notification is sent to email after disabling the email switch
(BS-2121)

e Fixed an issue with backups queue widget (BS-2183)

e Fixed an issue with IntelliChecks signature saving when dynamic fields are invalid (BS-2196)

e Fixed an issue with import task/IntelliChecks signature not adding tags globally (BS-2206)

e Fixed small issue with Size deviation percentage switch (BS-2186)

e Fixed some GUI issues on SNMP alerts (BS-2213)

e Fixed some issues with updating device authentication type when updating device group (BS-
2182)

e Fixed an issue with quick task trail log (BS-2184)

e Fixed an issue with backup failures retry starts after terminating backup (BS-2225)

e Fixed an issue with device import when BTN is not predefined + spelling mistake in the error
message (BS-2127)

e Fixed an issue with the import of devices with unknown authentication id's (BS-2177)

e Fixed an issue with add/edit user and device on sites (BS-2105)

e Fixed an issue with general.log order of files (BS-2219)

e Fixed an issue with downloading big files from the repository (BS-2180)

e Fixed an issue with upgrade files not getting deleted after an upgrade (BS-2060)

e Fixed an issue with Samba bug CentOS7 (BS-2236)

e Fixed an issue with TFTP (BS-2234)

e Fixed an issue with FTP (BS-2209)

e Fixed some issues with TACACS domains (BS-2237)
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Version 6.51.05

e Set STTY columns minimum to 1200 (BS-2166)

e Fixed a spelling mistake in URL postfix (BS-2161)

e Fixed an issue with license report on site (BS-2143)

e Fixed an issue with network info routing grid (BS-2150)

e Fixed an issue with NMAP command ON the code (BS-2170)

e Forbid /in report names (BS-2140)

e Fixed devices backup compare to include suspect backups (BS-2163)

e Updated device port to default value when changing backup option multiple edit (BS-2134)

e Fixed an issue with SNMP user deleted from config files (BS-2149)

e Fixed an issue with deletion of access rules for trap receiver (BS-2173)

e Fixed an issue with wrong indication for compare when file names are not the same (BS-2104)

e Removed users from notifications, based on their sites when updating a user (BS-2114)

e Fixed an issue with authentication template deletion (BS-2167)

e Fixed an issue where no notification was sent if they are no users in alert job notification (BS-
2129)

e Removed PDF download from AWS Glacier Archive reports (BS-2125)

e Fixed an issue in users notification when a user is updated (BS-2114)

e Fixed an issue with trail-log ignoring multiple spaces between words (BS-2141)

e Fixed an issue with wrong indication of compare on agents (BS-2104)

e Fixed an issue with deviation status for a wrong signature (BS-2118)

e Fixed an issue with UNIQUE exception on IP tables rebuild (BS-2172)

e Fixed an issue with compare for suspect backups on agent without replication (BS-2163)

e Added primary to secondary access rule in cluster (BS-2113)

e Fixed an issue with access rules and cluster (BS-2172)

e Fixed an issue with the creation and deletion of self ipatbles rule (BS-2113)

e Added migration for TACACS servers from administration file to database (BS-2139)

e Fixed an issue with clearing the memory of results.html (Liran) (BS-2198)

e Fixed an issue with extra password retrieval for Thycotic (BS-2201)

e Fixed an issue with Ldap username in access history (BS-2194)

e Fixed an issue with license logic for devices with the same ip in sites (BS-2205)

e Fixed an issue with SNMP trap receiver (BS-2207)

e Fixed an issue with user permissions in jail (BS-2215)

e Fixed an issue with jSessionld in User entity (BS-2216)

e Fixed an issue with thread count and misfire threshold for scheduler (BS-2221)

e Fixed an issue with OS commands of internal command disconnect for Centos7 (BS-2224)
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Version 6.38.01

e Fixed new login screen (BS-2063)

e Fixed an issue with Check Point blades report when last backup is on agent (BS-2086)
e Fixed an issue with remediation field negative value in IC report (BS-2089)

e Fixed an issue with status reason in task and backup notifications (BS-2084)

e Fixed IC signatures logic for in use status (BS-2072)

e Fixed some GUI issues in first time wizard (BS-2079)

e Fixed auto scroll in quick task trail log (BS-2064)

e Removed AES192 and AES256 privacy protocols from snmp monitoring and traps (BS-2073)
e Fixed some issues with agents (BS-2097)

e Fixed an issue with access detail in device configuration (BS-2100)

e Fixed vulnerability for CVE-2021-3156 (BS-2099)

e Fixed an issue with assigning site devices to global agents (BS-2098)

e Fixed an issue with file size check for upgrades (BS-2061)

Version 6.37.00

e Fixed a few issues with disk space required for upgrade and changed location of upgrade
created files (BS-2060)

e Fixed an issue with IPAM scan (BS-1764)

e Fixed an issue with task job history grid scroll bar (BS-2062)

e Fixed an issue with tasks side sheet (BS-2062)

e Fixed an issue with allowing to configure task job run mode without chaining (BS-2068)

e Fixed an issue with deleting last task running in quick tasks (BS-2065)

e Fixed an issue with saving error messages in verification commands (BS-2066)

e Fixed an issue with saving daily IC in device retention policy (BS-2069)

e Fixed an issue with java regex exception (BS-2057)

e Fixed trail log scroll issue (BS-2053)

e Fixed some issues with backups by day report (BS-2070)

e Fixed an issue with backups by day report (BS-2070)

Version 6.36.00

e Fixed an issue with average backup size showing for devices with no backups (BS-2030)
e Fixed an issue with cluster machine CPU usage (BS-2045)
e Fixed an issue with role update for external user (LDAP) (BS-2051)
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e Fixed an issue with manual backup job run no counted for policy retention as other backups (BS-
2039)

e Fixed error 500 in login (BS-2050)

e Fixed an issue with license wrong assignment when adding site (BS-2047)

e Changed display name in technical survey tab (BS-1562)

e Fixed an issue with save device running slow (BS-2052)

Version 6.35.01

e Fixed an issue where clear SSH keys doesn't work with agents (BS-2015)

e Fixed an issue with backup export notification (BS-2034)

e Fixed an issue with value validator in task dropdown dynamic fields (BS-2036)

e Fixed an issue with deleting aria logs in upgrade script (BS-2033)

e Fixed an issue with java time zone (BS-2032)

e Fixed an issue with import of tasks (BS-2026)

e Fixed an issue with assignment of authentication templates in multiple edit (BS-2028)

e Fixed some issue with auditing logs (BS-1992)

e Fixed an issue with SNMP Engine ID (BS-2021)

e Fixed an issue with settings alerts grif (BS-1978)

e Fixed an issue with IC summary report when no data is available (BS-2014)

e Fixed an issue with grid height (BS-1978)

e Fixed an issue with excluded lines color in comparison report (BS-2015)

e Fixed condition created for set status (BS-2025)

e Fixed issue with IC termination (BS-1973 + BS-1910)

e Fixed an issue with failing retrieval from AWS when changing Vault (BS-1986)

e Fixed an issue with product column (BS-2023)

e Fixed duration in task job notification (BS-2005)

e Fixed an issue with deleting of authentication template that are in use (BS-1991)

e Fixed an issue with exiting tech survey tab when no permissions (BS-2008)

e Fixed an issue with new documentation tab (BS-2020)

e Fixed an issue with redundant decryption of passwords for device collected for retention (BS-
2041)

e Fixed an issue with IC signature picker (BS-2040)

e Fixed an issue with access rules duplication for snmp monitoring hosts (BS-2040)

Version 6.34.01

e Fixed an issue with Access rule (BS-1999)
e Fixed an issue with workflows (BS-1969)
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e Changed performance values to include 2 digits after decimal point (BS-1943)
e Modified message level in Syslog (BS-1997)

e Fixed some issues with IPTables and multiple edit (BS-1984)

e Fixed an issue with comparison exclude (BS-1981)

e Fixed an issue with Check Point Blades report (BS-1972)

e Fixed an issue with export/import to different versions (BS-1941)

e Fixed some scroll issues (BS-1987)

e Fixed GUI issues with task chains (BS-1957)

e Fixed an issue with technical vetting report and 1700+ devices (BS-1967)

e Fixed some issues with SMB export (BS-1979)

e Fixed some GUI issues with access configuration — manage devices — device picker (BS-1980)
e Fixed a visibility issue with more then one DNS domains (BS-1959)

e Excluded devices in maintenance mode in backup status widget (BS-1726)

e Full summary report can run now only on schedule (BS-1970)

e Increased timeout for disk space check in cluster environment (BS-1932)

e Fixed an issue with sleep timeout (BS-1960)

e Increased the size of custom field (BS-1971)

e Fixed an issue with files list in quick tasks (BS-1974)

e Fixed an issue with command set status (BS-1968)

e Fix for editing LDAP groups (BS-2002, BS-2004)

e Fixed edit of documentation tag (BS-1976)

e Fixed an issue with SNMP engine ID (BS-2012)

e Fixed an issue with agent connected to two managements (BS-1993)

e Fix for IntelliChecks retention (BS-2007)

e Fixed SNMP agent CpuUsage timeout (BS-1929)

e Fixed an issue with import tasks (BS-2010)

e Fixed an issue with exporting and importing IC signatures on site (BS-2009)

e Fixed an issue with editing backup job with large number of devices (BS-2001)
e Fixed cursor issue in access (BS-1962)

e Fixed an issue with wrong dynamic fields when editing/adding IC job on user site (BS-2006)
e Fixed an issue with disk usage report (BS-1977)

e Fixed an issue with IC product selection erasing on upgrade (BS-1963)

e Fixed an issue with wrong available disk space usage when mounting NFS (BS-1988)
e Fixed an issue with condition for commands with set status is wrong (BS-2025)

Version 6.33.02

e Revert of name changes in vendor, product, version, option. Relevant to API user
e Removed redundant places for lock option in customization
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e Fixed clone option logic — now cloned options are created as unlocked

Version 6.33.01

e Fixed an issue with showing IntelliChecks history

e Fixed an issue when importing devices from older versions

e Fixed an issue when sending files to file repository with .enc/.nenc

e Fixed an issue with discovery jobs grid

e Fixed an issue with filters when opening different windows

e Fixed an issue with Isync in background during HA sync

e Fixed an issue with IntelliChecks signature type when importing signatures from older version

e Fixed an issue with no space left on device when restoring bug files

e Fixed an issue with running backups on devices in maintenance mode

e Increased timeout for saving alerts configuration in cluster sync

e Fixed an issue when sending of redundant email notifications when terminating a task job

e Fixed an issue with invalid login attempts and lockout values in administration after upgrade

e Removed backup failure retry for SUSPECT status

e Removed .enc/.Nenc suffix from the file name when sending decrypted files to repository from
the device conf history tab

e Fixed an issue with showing only related user site data in queue widget

e Fixed minor issues with tasks chaining

e Removed html tags in IntelliChecks excel report

e Fixed an issue with AWS Glacier export without encryption

e Fixed an issue with aria log deletion and rotation

e Removed partition check and improved disk space check in cluster sync

e Fixed an issue when cloning IntelliChecks and applying product selection

e Modified equal and not equal command conditions to compare between string values

e Fixed an issue with the condition column in session command

e Fixed an issue with performance zoom

e Fixed an issue with saving and running unassigned dynamic fields that have default values

e Fixed minor issue on disk space check

e Added a second to actual timeout to avoid missing 'Connection timed out' in ssh connection

e Fixed some issue with IntelliChecks summary report in mail

e Fixed some issue in calculation when saving file editor files in repository

e Change sleep between commands from 750 to 250 ms

e Fixed an issue with preventing opening predefined IntelliChecks groups

e Fixed an issue with importing exported backup options
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Version 6.31.08

e Fixed an issue with Deviation notification messages

e Fixed an issue with stuck IntelliChecks job histories

e Fixed an issue with discovery job scanned devices marked not marked as existing
e Fixed an issue with performance retention

e Fixed an issue with audit logs report and comparison report when sent to a mail
e Fixed typo in script explanation section

e Improvements to the event queue

e fixed error when running a report that contains text with char'

Version 6.30.83

e Fixed an issue with Tech Survey report dynamic fields

e Fixed an issue with SHA calculation for backup files with space in name

e Fixed an issue with MySql connections on a large environment

e Improved IntelliChecks queue entrance pace

e Fixed an issue with IntelliChecks terminate button

e Fixed an issue with network usage widget

e Changed size of upload file to file repository to multiple 5GB files

e Fixed issue with multiple uploads to file repository

e Fixed errors in cluster secondary machine

e Fixed an issue with auditing when adding or editing trends

e Fixed an issue when saving task job with dynamic field file unselected

e Fixed an issue with incorrect execution time in task history/queue and IntelliChecks queue
e Fixed misspelling in alerts messages

e Fixed an issue with IntelliChecks status reason for performance signatures
e Changed connection timeout for a session from 5 to 60 seconds

e Fixed an issue with performance signatures

e Optimized device-conf query

e Fixed an issue with retention and IntelliChecks running at the same time

e Fixed an issue when exporting big files with SMB

e Changed timeout in a command message

Version 6.30.70

e Fixed an issue with already running IntelliChecks notifications
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e Fixed from issue in discovery job config

e Fixed an issue with device performance reports

e Fixed an issue with SNMPv3 discovery

e Fixed an issue with known hosts keys

e Removed report name in excel file sent by email for audit logs report
e Fixed import tasks when condition contains "

e Fixed an issue with network map

e Fixed an issue with tasks tags

e Fixed download all when filenames have spaces

e Fixed an issue with technical survey report

e Fixed an issue with RADIUS timeout

e Fixed an issue with discovery save button

e Fixed changed defaults scroll issue

e Fixed retention progress bar for devices in maintenance

e Fixed an issue with refreshing Iptables on service startup

e Fixed an issue with ssh key authentication between cluster members during sync
e Fixed an issue with default access rule after upgrade

e Fixed an issue with HTTP notification save button

e Fixed rescheduling of performance jobs

e Fixed an issue with overriding tags in upgrade

Version 6.30.60

e Fixed query to retrieve only distinct group ID's

e Fixed area in code that used hardcoded DB password

e Fixed an issue with Jobs filter in select all

e Fixed an issue with IntelliChecks signature tag getting erased during upgrade
e Fixed an issue with terminate for IntelliChecks

e Fixed copyright year

e Fixed false "terminated by user" error

e Fixed some issues with Access Rules

e Enabled deselection of a dropdown dynamic field value

e Fixed empty lines in Technical Survey tab

e Fixed an issue with sync of SNMP configuration on cluster environment
e Fixed backup exports issue with binary files

e Fixed an issue with sshClient

e Fixed display of tags in IntelliChecks reports and added tags to excel

e Fixed an issue with IntelliChecks signatures not termination properly

e Fixed deletion of sites with access rules

e Fixed an issue with email notifications being sent although not marked
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e Fixed an issue with exporting empty backup files in SMBv2 protocol
e Fixed an issue with enabledebug internal command
e Fixed minor bug when trying to update a signature

Version 6.30.51

e Changed API call to support partial name match

e Fixed an issue with network info file not being deleted from /data/tmp

e Changed date format answers of few API calls

e Fixed an issue with general log error when saving devices twice and multiple save and run
e Fixed an issue with the schedule field when moving to real time cluster

e Removed scheduled cluster from schedule queue when moving to real time cluster
e Fixed an issue with discovery feature and add device wizard run after save

e Fixed an issue of adding BackBox vendor to sites with discovery

e Fixed an issue with Auto Discovery API

e Fixed an issue with Java SSH client ciphers

e Fixed an issue with comparison report files not being deleted from /data/tmp

e Fixed an issue with last backup column

e Fixed an issue with IC history ID and backup/task history ID can be identical

e Fixed an issue with max characters of LDAP group

e Fixed an issue with termination of multiple discovery job on multiple agents

e Fixed an issue with SSH client time out when not idle

Version 6.30.02

e Fixed issues with the comparison report

e Fixed an issue with Task jobs not running after Backup job failed or suspect status

e Fixed an issue with the terminated status reason

e Fixed an issue with IntelliChecks reports

e Changed dates formats on technical vetting

e Fixed cluster sync log spelling mistake

e Fixed some issues with connected users tab

e Fixed some issue with authentication rules names

e Fixed notification deletion for site users

e Fixed an issue with commands statuses

e Fixed an issue with task configuration GUI

e Fixed an issue with IntelliChecks termination on site user

e Fixed an issue with IntelliChecks signatures running on the same device more than once at a
time

e Fixed an issue with site users that cannot clone devices
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e Fixed an issue with users unable to save authentication changed in device conf
e Fixed an issue with HTTP alerts sent after jobs

e Fixed an issue with authentication templates in Access feature auto login

e Fixed SNMPv3 timeticks value

Version 6.29.05

e Fixed ab issue with wrong AWS export status

e Removed '>' from default result options in remote commands

e Fixed an issue with termination of task/backup job from queue

e Updated CyberArk integration guide

e Fixed an issue with IntelliChecks job run for site user

e Fixed ui-grid issue in tables

e Fixed an issue with IntelliChecks notifications not appearing as in use in notification table
e Fixed a GUI issue when name is longer than 12 chars

e Fixed an issue with size of textual columns in technical vetting

e Fixed an issue in compare files when trying to download PDF

e Fixed an issue with last backup date for cloned devices

e Redesigned date format in technical vetting

e Fixed failed PDF download in file comparison

e Fixed an issue with devices on site backup running status

e Updates SMB utility

e Fixed an issue with options for save to of technical survey variables

e Fixed an issue with number.py for SMB connections to support Windows 10
e Fixed an issue with IntelliChecks history ID indication

e Fixed backup status reports on site

e SNMPv3 setup process tweak

e Fixed an issue with CyberArk authentication

e Added some session information in trail log

e Fixed an issue with usage tab in the device details does not show device in group

Version 6.29.044

e Fixed an issue with Notifications not being sent
e Fixed an issue with CyberArk integration
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Version 6.29.04

e Fixed visibility issue of status in set status field for commands

e Fixed an issue with device history comments

e Changed date and time format to human readable in API

e Fixed an issue in export table and agents

e Fixed an issue with snmp host changing for certain security levels

e Fixed several issues with duplicate names in the device table

e Added checks for existing names in BackBox users

e Few reports modifications

e Fixed an issue with backup size deviation percentage when adding new device

e Added login countdown

e Added docker service restart on BackBox service restart

e Modified SNMP agent private enterprise number and added environment variables for product
and vendor

e Fixed an issue with OS users permissions during upgrade

e Fixed an issue with size deviation indicator in device history

e Fixed an issue with NetDB GUI

e Fixed an issue with IntelliChecks aggregation

e Fixed an issue with AWS export status

Version 6.26.01

e Fixed an issue with replication option for backup pointers
e Changed SNMP monitoring community to clear text

e Fixed an issue with log files transfer

e Fixed an issue with agent groups configuration screen

e Fixed GUI issues in SNMP traps and monitoring screens

e Fixed GUIl issue in login screen

e Fixed AWS upgrade issues

e Fixed auditing errors after LDAP users second login

e Fixed an issue with IntelliChecks remediation

Version 6.25.01
e Disabled auto complete in login form

e Minor fixed for scheduled cluster
e Fixed an issue with strong passwords login page
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e Fixed an issue with removal of option from IntelliChecks signatures when BTN is deleted
e Fixed an issue with mysql permissions and service fails to start

e Fixed an issue with sort by AWS status in backup exports

e Fixed an issue with downloading files with devices assigned to agents' group
e Fixed an issue with display when disabling percentage switch

e Fixed an issue with weekly schedule shows wrong next run date

e Fixed an issue with displaying in size deviation 0

e Fixed an issue with special characters in description of commands

e Disabled download button for access in device history

e Fixed an issue with save button disabled when mandatory fields are empty
e Fixed an issue with configuration of agent groups and sites

Version 6.24.02

e Fixed an issue with report modification

e Fixes for agent file retrieval

e Fixed an issue with big files download from agent history when pressing download all
e Fixed an issue with sending of history file to repository from agent with no replication
e Fixed an issue with grid state in devices screen

e Fixed an issue with compare files after a backup is finished

e Fixed group/device site change reflection in items-in-jobs

e Fixed an issue with page not refreshing when having an open dialog and changing a site
e Fixed an issue with backup job notification not sent

e Converted timestamp values to date when exporting devices to csv

e Fixed an issue with device details report and notification after IntelliChecks job

e Fixed an issue with snmp protocols passwords validation

e Fixed an issue with site is locked in cloned tasks

e Fixed an issue with disappearance of groups from IntelliChecks jobs

e Fixed an issue with status icons in device history

e Fixed an issue with endless loading for large amounts of task repository files

e Fixed an issue with IntelliChecks history for site users

e Disabled TLSv1 and TCP timestamp response

e Changed email notification for backups exports/retrieved

e Fixed an issue with duplicate groups in IntelliChecks jobs

e Allowed snmp/syslog logging on Iptables

e Fixed deletion of backup files on management when deleting device on agent
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Version: 6.22.07

e Fixed an issue with trail log css in IntelliChecks job history

e Fixed an issue editing authentication template

e Added results.log tab to trail log

e Deleted some residue files after downloading

e Fixed an issue with encrypted network info files

e TCP SACK Panic attack fix — fix issued according to Red Hat resolve option #1:
https://access.redhat.com/security/vulnerabilities/tcpsack

Version: 6.22.06

e Fixed an issue with font size when sorting widgets in dashboard

e Added clipboard integration to access controllers

e Fixed a timeout issues in actions between management and agent
e Fixed an issue with report mail recipients

e Fixed an issue with IntelliChecks signature group conf dialog

e Added copy outside of local terminal

e Fixed an issue with tasks jobs in site

e Fixed an issue with disk space parsing for /data/backups

e Fixed some issues with cluster sync report

e Fixed issues with nfs configuration from smb 4

e Fixed an issue with comparison report

e Limit the number of open access terminals to 5

e Added information to agent GUI

e Fixed an issue with encryption of tasks dynamic fields

e Fix for unscheduled devices report

e Changed protocol name in backup exports from FTP to SFTP

e Blocked descriptive http method

e Fixed an issue with network info and database population on agent
e Disabled local terminal access

e Added amount of devices column to backup job and IntelliChecks job
e Updated backup status in case of successful replication

e Added button for adding selected IP segment address in IPAM

e Fixed issues with cluster sync failure

e Fixed an issue with BTN edit

e Added description column in device picker table

e Fixed an issue with Check Point license report

e Added option to add port number in IPv4 filed in syslog server
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e Fixed sorting of some tables

e MariaDB upgraded to version 5.5.64 because of security vulnerabilities
e CIFS and NFS exports will not automatically convert backslashes

e Made some improvements in export mechanism

e Added number of selected rows to commands table

e fixed an issue with replication and comparison

e added default values of timeout and result options for new commands
e prevented deletion of a backup job without un-scheduling it first

o fixed CyberArk logic

e allow auto redirect of port 80 to 443

o fixed file replication value in download screen

e added option to control size deviation

Version: 6.21.08

e Fixed an issue with keep duplicate and identical marking

e Updated self-restore operation

e Enabled special chars in SMTP authentication password

e Fixed an issue with restoring from a backup pointer

e Fixed an issue with SNMP v3 credential in discovery scan

e Fixed encryption issue in tasks

e Fixed an issue with schedules and sites

o Access feature will always use port used in device details. Added the option to change it
e Added failure logging for devices which were failed to be added
e Fixed an issue with tasks dynamic field order

e Fixed regex check in file comparison

e Fixed an issue with pop up window

e Fixed licensing issue calculation after multiple edits of devices
e Fixed an issue with SCP and file streams

e Fixed an issue with deletion of schedules and notifications

e Fixed an issue with download comparison PDF

e Fixed an issue with schedule edit

e Fixed an issue with line renumbering in comparison filters

e Fixed an issue with changing tasks in task job

e Fixed an issue with IntelliChecks job run once

e Fixed an issue with terminal window

e Fixed 404 message with correct support email

e Added cluster sync report

e Added sort to comparison report
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e Changed date format for cluster sync
e Added additional security constraint to block descriptive http methods
e Added comparison report content to notification email body

Version: 6.21.05

e Added specific error messages when add device internal command fails

e Fixed an issue with multiple devices edit

e Fixed an issue with agent replication status

e Fixed an issue with mount cifs for samba4

e Added file permissions to task commands import/export

e Fixed an issue with inability to edit files with white space in repository

e Fixed an issue with description field not cloning

e Fixed an issue with uploading binary files to repository

e Fixed an issue with compare exception ignore when lines are unchanged

e Removed default public SNMP community

e Fixed API request getAllBackuplobs to display relevant information

e Added download button in Task File Repository table

e Fixed an issue with AWS retrieve button

e Added files for the self-backup

e Fixed an issue with site users and IntelliChecks signatures

e Added support for AWS S3 exports

e Fixed some issue with special characters and task/IntelliChecks name

e Added some internal commands for better control in SMB

e Added support for special characters in the encrypted BackBox self-backup passphrase

e Fixed an issue with auditing

e Added compare result files to trap receiver

e Fixed icon of suspect status in backup job history

e Fixed add, edit and delete actions for site users

e Secured Backbox against Session overflowing attacks - Backbox now has an extended custom
implementation of a Tomcat session manager

e Fixed an issue with backup pointers

e Fixed agent status change notification, added 10 seconds delay

e added info to general log when running Device Disk Usage report

e Fixed error in IntelliChecks queue

e Fixed compare failure between an encrypted and unencrypted backups files

e Fixed an issue with trail-log window in network map

e Fixed an issue with disk space information on widget with NFS mount
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Version: 6.20.00

e Fixed an issue with reports and special characters

e Fixed an issue with SNMP trap receiver

e Added popup window about recording session in access

e Added IE support for reports

e Added mechanism for prevention of upgrading management before all connecte3d agents are
upgraded

e Fixed problem with the information in cluster log

e Fixed an issue with API calls GET /devices

e Added hiding of banner and MOTD on debug mode

e Access rules must now be unique entries in the OS IP tables. Sites and users can now only be
limited to access rules which allow https connections

e Fixed an issue with lockout from BackBox when modifying access rules

e Fixed an issue which caused archive to display as downloading forever, after the download has
failed to initialize

e Fixed an issue with admin security properties changing after reboot

e Fixed an issue with Firefox and first-time wizard

e Fixed an issue with checksum calculation on agent

e Added support for Danish characters

e Fixed an issue with administration validation for CyberArk on server side

e Added new help documentation

e Added option for site selection by name and search box in all elements

e Fixed an issue with multiple mail notification receivers

e Fixed an issue with retries in backup failures

e Added information for Syslog/SNMP trap notifications

e Changed in some places exporting of csv report instead of PDF and Excel

e Fixed wrong CPU percentage in widget

e Upgraded SMB client to latest version

e Added description field to devices multiple edit

e Added direct tracking mode for AWS retrievals

e Fixed an issue with reports schedules

e Added mechanism for protecting against brute force

e Fixed some GUI issues

e Fixed issues in getlastbackup internal command

Version: 6.19.02

e Fixed an issue with group and site names not visible in backup exports picker
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e Fixed an issue with reconnection balance in IntelliChecks

e Changed IntelliChecks reports

e Fixed IntelliChecks job notifications

e Fixed an issue with access rules addition and no ports specified

e Added display of engine ID from snmpv3 traps

e Fixed an issue with login security properties saving

e Fixed an issue with adding wrong backup files to repository

e Fixed SNMP trap receiver message handling

e Fixed IntelliChecks signatures export

e Fixed an issue with IP tables rules and agents

e Fixed limit on agent numbers

e Fixed an issue with html attached reports and characters handling

e Fixed an issue with server IP duplication in device config

e Fixed wrong CPU widget percentage

e Fixed an issue with download all button

e Fixed an issue with email title on IntelliChecks job notification

e Fixed an issue with sequential task job execution

e Fixed an issue with LDAP over SSL due to
https://www.oracle.com/technetwork/java/javase/8ul81-relnotes-4479407.html

Version: 6.17.03

e Fixed issues with LDAP users

e Updates OS users' path in database

e Fixed issues with backup history deletion by retention policy

e Added case sensitive matching for vsftp OS user removal

e Fixed an issue with download all for device backup files

e Fixed an issue with config documentation during upgrades

e |ptables improvement

e Solved an issue which caused a bottleneck in AWS backup retrievals

e Added removing of selected objects once filter is used

e Set backup run status to suspect when there is not enough available disk space on management
for replicating backup files from agent

o Fixed file compatibility for content editing in task file repository

o fixed retention policy values after upgrade from v5

e Fixed issues with settings administration properties fill
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Script Changes
For additional information on these tasks, scripts, and updates, please contact BackBox Support.

Version 7.01.09

o Added new IntelliChecks signatures:
o CIS Cisco ASA (81)
o CIS Cisco 10S (97)
e Added new Automated task:
o Cisco CIS Scripts Download Capability — Requires Support Portal Login

Version 7.01.04

Added new Backup procedure:

o Fortinet -> FortiWeb -> APl Backup

o Fortinet -> FortiNAC -> Passive backup (currently working on active)
Added new restore procedure:

o BiglQ Restore
Added new IntelliChecks signatures:

o Fortinet -> FortiNAC -> Check if your vulnerable to CVE-2022-39952

o Fortinet -> FortiWeb -> Check if your vulnerable to CVE-2021-42756(API)
Added new Automated task:

o Checkpoint CIS Scripts — Requires Support Portal Login

Version 7.00.03

e Added new backup procedure: F5->F50S->All->SSH/SCP

Version 6.56.09
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e Added new backup procedure: Moxa->All->SSH
e Added new backup procedure: Cubro->Packetmaster->All->SSH/SCP
e Added new Automated task: F5 -> BiglP -> Change Root Password via CLI

Version 6.55.00

e Added new restore procedure: Fortinet -> FortiAnalyzer -> Version 5.x and above ->SSH/SFTP

e Added new restore procedure: Fortinet -> FortiAnalyzer -> Version 5.x and above ->SSH/FTP

e Added new IntelliChecks signatures: FortiGate -> Monitor WAD Proccess(Bug 1D:712584)

e Added new IntelliChecks signatures: Check Point -> Ensure CoreXL Dynamic Dispatcher is
enabled

e Added new IntelliChecks signatures: Accedian -> Network Performance -> Identify Port Errors

e Added new IntelliChecks signatures: Fortinet -> Fortigate -> Check If SCP Access is allowed

e Added new Automated task: Fortinet -> FortiGate -> Allow SCP Access

Version 6.54.06

e Added new DR procedure: Epati -> Antikor NGFW —> 2.0 — SSH/SCP
e Added new DR procedure: Nvidia -> Cumulus Linux -> 4.3.0 -> SSH/SCP

Version 6.52.02

e Added new Cisco CIS signatures:

Set modulus to greater than or equal to 2048 for crypto key generate rsa
Set priv for each snmp-server group using SNMPv3

Set 'ntp source' to Loopback Interface

Set ip verify unicast source reachable-via

Set ip access-list extended to Forbid Private Source Addresses from External Networks
Set inbound ip access-group on the External Interface

Set key

Set 'login authentication for 'line con 0' (Manual)

Verify login authentication for line con 0

Set login authentication for line tty

0O 0 0 0O O o oo o O

Set login authentication for line vty
o Set transport input ssh for line VTY connections
e Added new DR procedure: Digi -> PortServer -> TS-48 -> SSH/SCP
e Added new IC: Cisco -> 10S -> Switch -> show interface status
e Added new IC: Cisco -> I0S XE -> Switch -> show interface status
e Added new DR procedure: Avaya -> System Manager — SMGR -> All -> SSH/SCP
e Added new DR procedure: Check Point -> Gateway -> R80.x -> GAIA Backup (SSH) + HTML Rules
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e Added new DR procedure: Palo Alto Networks -> PA Series -> Version 4 and above -> cURL
(Device-State) + HTML Rules

e Added new DR procedure: Fortinet -> Fortigate -> 4.x and above -> SCP (Full Configuration) +
HTML Rules

Version 6.51.05

e Added new Cisco CIS signatures:

http Secure-server limit

Set exec-timeout to less than or equal to 10 min on ip http
Set key chain

Set buffer size for logging buffered

Set maximum value for ip ssh authentication-retries
Set the ntp trusted-key

Set version 2 for ip ssh version

Unset 'private' for 'snmp-server community'

Enable 'aaa new-model'

Enable 'aaa authentication enable default'

Set 'exec-timeout' to less than or equal to 10 minutes 'line console 0'
Set 'password' for 'enable secret'

Enable 'service password-encryption'

Set 'no snmp-server' to disable SNMP when unused
Unset 'private’ for 'snmp-server community'

Unset 'public' for 'snmp-server community'

Set 'snmp-server enable traps snmp'

Configure Login Block

Set the 'hostname'

Set the 'ip domain-name'

Set 'seconds’ for 'ip ssh timeout'

Set 'no cdp run'

Set 'no ip bootp server'

Set 'no service dhcp'

Set 'noip identd'

Set 'service tcp-keepalives-in'

Set 'service tcp-keepalives-out'

Set 'no service pad'

Set 'logging console critical'

Set 'login success/failure logging'

Require Encryption Keys for NTP

Set 'ip address' for 'ntp server'

c 0 0 oo o oo 0o o0 o O o o o o o o0 o O o o o o o o o o o o o

Set 'no ip source-route'
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o Set'nointerface tunnel'
o Set username secret for all local users
o Set privilege 1 for local users
o Set logging source interface
e Added new DR procedure: Fortinet -> FortiSandbox -> 3.2.2 -> HTTPS
e Added new DR procedure: Fortinet -> FortiClient EMS ->6.4.3 -> HTTPS
e Added new DR procedure: Nyotron -> Paranoid -> All -> HTTPS
e Added new DR procedure: Tenable -> Tenable-sc -> All -> SSH/SCP(os user)
e Added new IC : Cisco -> I0S -> 10S/10S-XE/NXOS Version Checker
e Added new DR procedure: Teltonika -> Router -> All -> SSH
e Added new DR procedure: SolarWinds -> Orion -> All -> SMBv2
e Added new Check Point IC’s:
Dynamic Dispatcher Check
Dynamic Dispatcher On/Off Check
fw ctl zdebug check
FW Monitor check
Hotfix Scan
IA Tables Check (Extended)
IA Tables Sync Check
License Contract Coverage Check
Next Hop Check
Next Hop Check-Dynamic
SecureXL Scan
SSL Certificate expiration
TCP Dump check
VPN Accel Status
VPN DEBUG check
VPN debug ikeon check
VPN Encrypted/Decrypted Errors Detection
VPN Tunnels Errors Detection
CPU Overload Check (%)

0 0 0 O o o oo 0o 0O o o o o o o o

Version 6.36.00

e Added new DR procedure: Cisco -> ASA -> All -> SSH/SCP (Requires Privilege 15 User)
e Fixed context backup issues for Cisco -> ASA -> All

Version 6.34.01

e Added new DR procedure: 3com -> Switch -> All -> SSH/TFTP
e Added new DR procedure: Zenitel -> Alphacom XE -> All -> HTTPS (cURL)
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e Added new task automation: Fortinet -> FortiGate -> Set SSL VPN CA Certificate
e Added new IntelliChecks: Fortinet -> FortiGate -> Check for SSL-VPN Self-Signed Certificate
usage

Version 6.33.01
More than 200 tasks were added to the system! Please look at Appendix A.
Version 6.31.08

e Added new Palo Alto performance/deviation IntelliChecks

o Palo Alto -> Pan OS -> Connection Deviation

o Palo Alto -> Pan OS -> CPU Deviation

o Palo Alto -> Pan OS -> Memory Deviation

o Palo Alto -> Pan OS -> Throughput Deviation
e Added new Cisco ASA performance/deviation IntelliChecks

o Cisco -> ASA -> Connection Deviation

o Cisco -> ASA -> CPU Deviation

o Cisco -> ASA -> Memory Deviation

o Cisco -> ASA -> Throughput Deviation
e Added new F5 performance/deviation IntelliChecks

o F5->BiglP -> SSH -> Connection Deviation

o F5->BiglP ->SSH -> CPU Deviation

o F5->BiglP -> SSH -> Memory Deviation

o F5->BiglP -> SSH -> Throughput Deviation
e Added new VSX upgrade tasks

o Check Point -> GaiaOS -> VSX Upgrade On Provider-1 - Preparation Stage

o Check Point -> GaiaOS -> VSX Upgrade - Upgrade Stage
e Added new VPN user activity tasks for Pulse Secure

o Pulse Secure -> Secure Access -> cURL -> Single User Activity Report

o Pulse Secure -> Secure Access -> cURL -> Users Summary Report
e Added new task automation Palo Alto -> PanOS -> VPN Users CSV
e Added new Check Point Remote access VPN statistic IntelliChecks
Check Point -> GaiaOS -> Remote Access VPN Stats - Mobile Access Users
Check Point -> GaiaOS -> Remote Access VPN Stats - Endpoint Connect Users
Check Point -> GaiaOS -> Remote Access VPN Stats - SecuRemote Users
Check Point -> GaiaOS -> Remote Access VPN Stats - SNX Users
Check Point -> GaiaOS -> Remote Access VPN Stats - L2TP Users
Check Point -> GaiaOS -> Remote Access VPN Stats - Capsule Workspace Users
Check Point -> GaiaOS -> Remote Access VPN Stats - Capsule/Endpoint VPN Users
Check Point -> GaiaOS -> Remote Access VPN Stats - Assigned OfficeMode Ips

O O O O O O O
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e Added new IntelliChecks Palo Alto -> PanOS-> VPN Statistics

Version 6.30.70

e Added new HPiLO IntelliChecks

HP ->iLO -> Health Status -> CPU

HP ->iLO -> Health Status -> Fans Redundancy

HP ->iLO -> Health Status -> Fans Status

HP ->iLO -> Health Status -> Memory

HP ->iLO -> Health Status -> Network

HP ->iLO -> Health Status -> Power Supply Redundancy
HP ->iLO -> Health Status -> Power Supply Status
HP ->iLO -> Health Status -> Storage

HP ->iLO -> Health Status -> System General Health
HP ->iLO -> Health Status -> Temperature

© 0 0O o O o 0o 0 o

e Added new Fortigate performance/deviation IntelliChecks
o Fortinet -> Fortigate -> Connection Count Usage Deviation
o Fortinet -> Fortigate -> CPU Usage Deviation
o Fortinet -> Fortigate -> Memory Usage Deviation
o Fortinet -> Fortigate -> Throughput Usage Deviation
e Added new task : Cisco -> ASA -> Cluster upgrade

Version 6.30.60

e Added new Pulse Secure tasks:

SNMP - Connected Users (Cluster)
SNMP - Disk Usage

SNMP - Connected Users

SNMP - Memory Usage

SNMP - CPU Usage

o O O O

e Added new F5 tasks:

Upgrade Software
Change DNS

Change NTP
Change/Add/Delete SMTP
Change Syslog

Change Data/Time

O O O O O O

Restart Image Disk Select
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Restart Active HD Image

Delete Disk

Create Pool with 2 Members

Create Virtual Server with existing Pool
Delete Virtual Server

Add Member to existing Pool
Disable/Disable/Delete Pool Member
Force Pool Member Offline/Online
Create a VLAN Tagged

Create a VLAN Un-Tagged

Create Empty Device Group

Create Internal SelflP

Create/Delete HTTP Profile

Create a Node with ICMP Monitor
Disable/Enabler/Delete a node
Create/Delete NAT

Create/Delete route

Change Management Route
Create/Delete Floating Traffic Group
Create/Delete Trunk

Reset root/admin password

Create Operator user with no shell
Create Admin user with bash

Delete User/Admin

Create/Delete HTTP/HTTPS/ICMP Monitor
Create SNAT with a wildcard source
Create SNAT with a specific source network mapped to an IP address
Delete SNAT

Provision Module

Add/Delete DNS Delivery Nameserver
Add/Delete DNS Zone with DNS Nameserver
Performing a ConfigSync

Add BIGIP Device to CMI Trust

Initiate Device Group Sync

Saving Common configuration
Configure ssh Login Banner (pre-login)
Configure GUI Banner

Configure MOTD banner (post-login)
Add ssh allowed subnets

Delete ssh allowed subnets

Add https allowed subnets

0O 0O 0O O o o oo 0o OO O o o o o o o O O o o o o o0 o o o oo o o o o o o o o o o
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Delete https allowed subnets
Configure snmp v2

Configure snmp v3

Configure tacacs Authentication
Configure radius Authentication
Add/Delete route

Change admin password

Change root password

Assign iRule to VS

Assign iRule to VS SA 8443

Create iRule

Create iRule SA 8443

Delete ALL Custom iRules SA 8443
Delete iRule

Delete iRule SA 8443

Edit iRule - API

Un-Assign iRule from VS
Un-Assign iRules from VS SA 8443

0O 0O 0O 0O 0o 0o oo oo O o o o o o o o

Version 6.30.02

e Added new task: Check point -> Upgrade/Jumbo installation preparation phase 1

e Added new task: Check point -> run the upgrade on single gateway phase 2

e Added new task: Check point -> run the upgrade on both cluster members phase 2

e Added new task: Check point -> run the hotfix installation on both cluster members phase 2

e Added new vendor: Niagara -> Packet Broker -> Fixed NFB -> cURL

e Added new task: Check Point -> Enable Rule and Install Policy With the New Enabled New Rule
(Management+Provider-1)

Version 6.29.04

e Added new task: Check Point -> Cross domain search/regex search

e Added new task: Check Point -> CPView Performance Charts

e Added new task: Network Database Collection step 1 — backup /etc/hosts and clear target
device list

e Added new task: Network Database Collection step 2 — Prepare targets

e Added new task: Network Database Collection step 3 — Collection of device information into DB

e Added new task: Network Database Collection step 4 - Cleanup

e Added new Vendor: ZHONE -> MKX319 -> All ->SSH

e Added new task: Check point -> Upgrade single gateway that is managed by CMA

e Added new IntelliChecks: Check point -> Compare cluster configuration
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e Added new IntelliChecks: Check point -> Check if the CK of the license correspond with the
interface MAC address

e Added new IntelliChecks: Check point -> Verify CMA API login by showing existing object

e Added new IntelliChecks for technical survey:

Host name

IP Address

SSH Access

HTTPS

ICMP

Model

OS Version

EOL Date

EQS Date

Serial Number

Banner

Users

Qos

Routing

Proxy Configuration

UTM

Interfaces

Licenses

Software Version

VPN

Updates

IPV4/IPV6

HA

Multi Context

Logging

SNMP

o SSL Intercept

0 o o o o o oo 0o O o O o 0 o0 o o O o o o o o o

For the following vendors: Check Point, Palo Alto, Fortinet, Cisco, Symantec

Version 6.26.01

e Added new version: Fortinet -> FortiSandbox -> Version 3.1.x -> cURL

e Added new product: F5 -> BiglQ -> All -> SSH (TMOS)

e Added new backup option: Cisco Systems Inc -> Prime -> Infrastructure 3.3 and above ->
SSH/SFTP

e Added new task: Fortinet -> Fortigate -> Add address objects from file and associate with an
interface
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e Added new task: Imperva -> Password change

e Added new task: Check Point -> Add route

e Added new IntelliChecks: F5 -> BIG IP ->SSH (TMQS) -> SSL routines
e Added new IntelliChecks: F5 -> BIG IP ->SSH (TMQS) -> Memory leak
e Added new IntelliChecks: Cisco -> Router/Switch -> Proxy ARP

Version 6.25.01

e Added new product: Blue Coat -> Malware Analysis -> 4.x -> HTTPS

e Added new product: Check Point -> Multiblade Chassis Systems -> R77 And Above -> SSH Full -
individual files

e Added new product: Check Point -> Multiblade Chassis Systems -> R77 And Above -> SSH Full —
single files

e Added new IntelliChecks: Check Point -> R77.xx Provider -> Check VPN Certificates Expiration for
all domains

e Added new task: Check Point --> CPUSE Agent Installation

e Added new IntelliChecks: Check Point -> Check if link is down

e Added new IntelliChecks: Check Point --> Check that all next hopes are accessible

e Added new task: Checkpoint -> Gateway Upgrade from R77.30 to R80.x

e Added new task: Check Point -> R77.x Provider-1 -> Create an object and add it existing group

e Added new task: Cisco -> CDP Neighbors

e Added new vendor: Opswat -> MetaDefender Kiosk -> All -> cURL

Version 6.24.02

e Added new product: Symmetricom -> SSU_2000 -> All -> Telnet / TFTP
e Added new IntelliChecks: Checkpoint -> API status
e Added new vendor: Opswat -> MetaDefender Core -> All -> cURL

Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
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Cisco -> ASA -> Certificate Check

Fortinet -> FortiGate -> Attack Blocked

Fortinet -> FortiGate -> CPU Performance
Fortinet -> FortiGate -> HA Configuration Changed
Fortinet -> FortiGate -> Hard Disk Health

Fortinet -> FortiGate -> License Status

Fortinet -> FortiGate -> Memory threshold
Fortinet -> FortiGate -> NTP Status

Fortinet -> FortiGate -> Operation Mode Changed
Fortinet -> FortiGate -> Password Policy

Fortinet -> FortiGate -> Physical Interfaces
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Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
Added new IntelliChecks:
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Fortinet -> FortiGate -> Virus Caught

Fortinet -> FortiGate -> Critical Services Down

Fortinet -> FortiGate -> Confirm connectivity to the FortiManager
Fortinet -> FortiGate -> Confirm Telnet is Disabled
Fortinet -> FortiGate -> Check which Hostname configured
Fortinet -> FortiGate -> Check if Banner is configured
Fortinet -> FortiGate -> Confirm SNMPv3 is active
Fortinet -> FortiGate -> Check for SNMP v1 and v2
Fortinet -> FortiGate -> SNMP Agent Status

Fortinet -> FortiGate -> Uptime below threshold

Fortinet -> FortiGate -> Confirm Web Protocol HTTPS only
Fortinet -> FortiGate -> Confirm Password Complexity
Fortinet -> FortiGate -> Get User List

Check Point -> Uptime below threshold

Palo Alto -> Uptime below threshold

Palo Alto -> Check which Hostname is configured

Palo Alto -> Check if HTTP is activated or disabled

F5 BiG-IP -> Uptime

Citrix -> NetScaler -> Uptime

Citrix -> NetScaler -> Primary NTP Server

Citrix -> NetScaler -> Secondary NTP Server

Citrix -> NetScaler -> Ensure RADIUS Usage

Citrix -> NetScaler -> Check timezone

Citrix -> NetScaler -> SSH Session Inactivity Timeout

Citrix -> NetScaler -> Primary DNS Server

Citrix -> NetScaler -> Secondary DNS Server

Windows LDAP -> Check for LDAP Configuration change
Windows LDAP -> Check if users were added/removed from a group
3COM -> Switch -> Mem Usage

3COM -> Switch -> Temperature

3COM -> Switch -> Check Telnet Status

Added new Vendor: IPswitch -> WhatsUpGold -> All -> SMBv2
Added new version: Cisco -> Switch -> Supervisor Engine -> SSH
Added new inventory: Aruba -> Security Switch->All->SSH
Added new product: Ruckus -> ICX -> All -> SSH

Version 6.21.08

Added new task: Check Point Gateway -> Add Vlan
Added new task: Fortigate -> Add address objects from file and associate with interfaces

Added new task: Bluecoat CAS -> Upgrade firmware v2.x and above

Added new task: Check Point -> Major upgrade on cluster members R77.30 and up
Added new product: BlueCoat -> Reporter-> All -> SSH/SCP
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e Added new network script: Cisco -> Nexus -> All -> SSH

Version 6.21.05

e Added new backup option: HP -> Procurve -> All -> SSH-TFTP

e Added new vendor: Accedian -> Network Performance-> All -> FTP

e Fixed some issues with: Checkpoint -> Gateway -> R77 -> Snapshot

e Added new version: Dell -> PowerConnect -> N2000 -> SSH

e Added new version: D-Link -> Switch -> DGS-1210 > Telnet/TFTP

e Added new product: Kemp -> VLM Series -> 7.x -> cURL (Authorization basic)
e Added new product: Cisco -> DCNM -> 11.x.x and above -> SSH (Lan Fabric)

e Added new option: Brocade -> DS-5100 and SonicWall -> NSA 4500 - > SSH

e Added new option: Arbor -> Peakflow -> All -> SSH-SCP and SSH-SCP + sp.conf
e Added new device: Cisco Systems Inc -> ACI APIC -> All -> SSH/FTP

e Added new vendor: Extrahop -> ECA -> 7.5 and above -> API

e Added new version: Fortinet -> FortiManager -> 6.x and above -> HTTPS and SSH/SFTP
e Added new product: Check Point -> 1400 -> All -> SSH-SCP

Version 6.19.02

e Changes to script: Fortinet -> FortiAnalyzer -> Version 5 -> ssh/ftp + ssh/sftp

e Changes to script: Cisco -> UCS -> All -> SSH/SCP + SSH/FTP

e Added new product: Fortinet -> FortiSwitch -> All -> SSh, ssh/ftp, ssh/tftp

e Added new option: Access Layers -> Portnox -> 1.x and above -> Smb2 Remote DB

e Added new version: Blue Coat -> Management Center ->V 2.0.x.x -> SSH/SCP

e Added new Options: Vmware -> Vcenter Appliance -> Version 6.x and above->HTTPS
/FTP/FTPS/SCP (API)

e Added new product: Extreme Networks -> VSP Switch -> All -> SSH

e Added new product: Cisco -> Telepresence -> SX -> cURL

e Added new product: Cisco -> TelePresence -> Webex Room Kit -> cURL

e Added new option: HP -> Office Connect Switch -> 1910 -> cURL (Captcha)

e Added new product: StealthWatch -> Management Center -> 2010 and above -> HTTPS

Version: 6.17.03
e Added new Vendor MicroSens -> Switch -> All -> SSH/FTP

e Added new Vendor MicroSens -> Switch -> All -> SSH/TFTP
e Added new Vendor Hirschmann -> Switch -> All -> Telnet
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e Added new Vendor Hirschman -> Switch -> All -> Telnet/TFTP

e Added new Vendor Infinidat-> Infinibox-> All -> cURL

e Added new backup option McAfee -> ePO -> 4.x and above -> SMB2 (No Sql Dump)

e Added new vendor Microsemi (previously known as Symmetricom) -> SyncServer -> S600 ->
Curl
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Appendix A.

Tasks that were added to version 6.33.0
e Palo Alto -> PanOS -> Gateway Upgrade Standalone/HA via Panorama - Phase 1

e Palo Alto -> PanOS -> Gateway Upgrade Standalone/HA via Panorama - Phase 2
e Palo Alto -> PanOS -> Gateway/Panorama Upgrade Standalone/HA Step 1
e Palo Alto -> PanOS -> Gateway/Panorama Upgrade Standalone/HA Step 2
e Palo Alto -> PanOS -> Gateway/Panorama Upgrade Failover Phase 3
e Fortigate -> Firewall -> Upgrade Standalone & HA

e Juniper -> SRX -> Upgrade Step 1

e Juniper ->SRX -> Upgrade Step 2

e F5->BiglP -> Upgrade Standalone Step 1

e F5->BiglP -> Upgrade Standalone Step 2

e F5->BiglP ->SSH ->Upgrade HA Step 1

e F5->BiglP -> SSH ->Upgrade HA Step 2

e F5->BiglP ->SSH ->Upgrade HA Step 3

e F5->BiglP -> SSH ->Upgrade HA Step 4

e Cisco -> ASA -> SCP -> Cluster Upgrade Phase 1

e (Cisco -> ASA -> SCP -> Cluster Upgrade Phase 2

e (Cisco -> ASA -> SCP -> Standalone Upgrade Phase 1

e Cisco -> ASA -> SCP -> Standalone Upgrade Phase 2

e Cisco -> FTD -> Upgrade HA Step 1

e Cisco -> FTD -> Upgrade HA Step 2

e Cisco -> FTD -> Upgrade HA Step 3

e Cisco -> FTD -> Upgrade via FMC

e Cisco -> FMC -> Upgrade

e Palo Alto -> PanOS -> Gateway Add TACACS+

e Palo Alto -> PanOS -> Panorama Add TACACS+

e Palo Alto -> PanOS -> Gateway Add Login Banner

e Palo Alto -> PanOS -> Gateway Delete MoTD

e Palo Alto -> PanOS -> Gateway Add Allowed Subnets

e Palo Alto -> PanOS -> Gateway Delete Login Banner

e Palo Alto -> Pan0S-> Gateway Add SNMPv3

e Palo Alto -> Pan0OS-> Gateway Commit All

e Palo Alto -> PanOS -> Panorama Add Login Banner

e Palo Alto -> PanOS -> Panorama Delete Login Banner

e Palo Alto -> PanOS -> Gateway Add Admin User

e Palo Alto -> PanOS -> Gateway Add MoTD

e Palo Alto -> PanOS -> Panorama Delete MoTD

info@backbox.com S 833 BACKBOX [ backbox.com 75


mailto:info@backbox.com
http://backbox.com/

intelligent
automation [\

5] BACKBOX

e Palo Alto -> PanOS-> Panorama Add SNMPv3

e Palo Alto -> PanOS -> Panorama Add Admin User

e Palo Alto -> PanOS -> Panorama Add Allowed Subnets

e Palo Alto -> Pan0S-> Panorama Delete SNMPv3

e Palo Alto -> PanOS -> Panorama Delete SNMPv2

e Palo Alto -> Pan0S-> Gateway Delete SNMPv3

e Palo Alto -> PanOS -> Gateway Delete SNMPv2

e Palo Alto -> PanOS -> Gateway Delete Allowed Subnets

e Palo Alto -> PanOS -> Panorama Delete Local User

e Palo Alto -> PanOS -> Panorama Delete Radius

e Palo Alto -> PanOS -> Panorama Delete all non BT TACACS+
e Palo Alto -> PanOS -> Gateway Delete Radius

e Palo Alto -> PanOS -> Gateway Delete TACACS+

e Palo Alto -> PanOS -> Panorama Delete Allowed Subnets

e Palo Alto -> PanOS -> Panorama Change Admin Password

e Palo Alto -> PanOS -> Gateway Change Admin Password

e Check Point -> Gaia OS -> Gateway Add Admin User

e Check Point -> Gaia OS -> Manager Add Admin User

e Check Point -> Gaia OS -> Gateway Add Allowed Subnet

e Check Point -> Gaia OS -> Management Add Allowed Subnet
e Check Point -> Gaia OS -> Gateway Add Banner

e Check Point -> Gaia OS -> Management Add Banner

e Check Point -> Gaia OS -> Gateway Add MoTD

e Check Point -> Gaia OS -> Management Add MoTD

e Check Point -> Gaia OS -> Management Enable / Disable SNMP
e Check Point -> Gaia OS -> Gateway Enable / Disable SNMP

e Check Point -> Gaia OS -> Management Add SNMPv3

e Check Point -> Gaia OS -> Gateway Add SNMPv3

e Check Point -> Gaia OS -> Management Add SNMP v2

e Check Point -> Gaia OS -> Gateway Add SNMP v2

e Check Point -> Gaia OS -> Management Add TACACS+

e Check Point -> Gaia OS -> Gateway Add TACACS+

e Check Point -> Gaia OS -> Management Add Radius

e Check Point -> Gaia OS -> Gateway Add Radius

e Check Point -> Gaia OS -> Gateway Change Expert Password
e Check Point -> Gaia OS -> Management Change Expert Password
e Check Point -> Gaia OS -> Management Delete Banner

e Check Point -> Gaia OS -> Gateway Delete Banner

e Check Point -> Gaia OS -> Management Delete MoTD
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e Check Point -> Gaia OS -> Gateway Delete MoTD

e Check Point -> Gaia OS -> Management Delete SNMP v2

e Check Point -> Gaia OS -> Gateway Delete SNMP v2

e Check Point -> Gaia OS -> Management Delete SNMPv3

e Check Point -> Gaia OS -> Gateway Delete SNMPv3

e Check Point -> Gaia OS -> Management Delete TACACS+

e Check Point -> Gaia OS -> Gateway Delete TACACS+

e Check Point -> Gaia OS -> Management Delete RADIUS

e Check Point -> Gaia OS -> Gateway Delete RADIUS

e Check Point -> Gaia OS -> Management Delete Allowed Subnets
e Check Point -> Gaia OS -> Gateway Delete Allowed Subnets
e Check Point -> Gaia OS -> Management Delete Admin Accounts
e Check Point -> Gaia OS -> Gateway Delete Admin Accounts
e Cisco -> ASA -> Add Admin User

e Cisco -> ASA -> Add SSH Allowed Subnet - via file

e Cisco -> ASA -> Add HTTPS Allowed Subnet-via file

e Cisco -> ASA -> Add SNMP v3

e Cisco -> ASA -> Add SNMP v2

e Cisco -> ASA -> Change Enable Password

e Cisco -> ASA -> Change Admin Password

e Cisco -> ASA -> Add TACACS

e Cisco -> ASA -> Delete SNMP v2

e Cisco -> ASA -> Delete SNMP v3

e Cisco -> ASA -> Delete SSH Subnets

e (Cisco -> ASA -> Delete HTTPS Subnets

e Cisco -> ASA -> Replace Login Banner

e Cisco -> ASA -> Replace MoTD

e Cisco -> ASA -> Replace ASDM Banner

e Cisco -> 10S -> Add Admin User

e Cisco ->10S -> Add Banner

e Cisco->10S ->Add MoTD

e Cisco ->10S -> Add Exec Banner

e Cisco -> 10S -> Add Access List

e Cisco->10S -> Add SNMPv3

e Cisco ->10S -> Add SNMPv2

e Cisco -> 10S -> Add TACACS+ Server

e Cisco -> 10S -> Add Radius Server

e Cisco ->10S -> Add Enable Password

e Cisco -> 10S -> Add Enable Secret
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e Cisco -> 10S -> Add vty Configuration

e Cisco -> 10S -> Delete aaa-new model

e (Cisco -> 10S -> Delete SNMPv2

e Cisco ->10S -> Delete SNMPv3

e Cisco -> 10S -> Delete Admin User

e F5->BiglP -> Add SNMPv3

e F5->BiglP -> Add Admin User

e F5->BiglP -> Add Auth Remote Role Group

e F5->BiglP -> Add TACACS+ Server

e F5->BiglIP -> Disable Radius/TACACS+ Authentication
e F5->BiglP -> Disable SSH Login Banner

e F5->BiglP -> Delete GUI Allowed Subnets

e F5->BiglP -> Delete SSH Allowed Subnets

e F5->BiglIP -> Disable Radius/TACACS+ Authentication
e F5->BiglP -> Delete SNMPv3

e F5->BiglIP -> Disable SNMPv2c

e F5->BiglP -> Replace MoTD Banner

e F5->BiglP -> Replace SSH Login Banner

e F5->BiglP -> Replace GUI Banner

e F5->BiglP -> Replace HTTP Allowed Subnet from File
e F5->BiglP -> Replace SSH Allowed Subnet from File
e F5->BiglP -> Replace SNMPv2c Parameters

e F5->BiglP -> Change Admin Password

e F5->BiglP -> Change Root Password

e F5->BiglP -> Replace TACACS+ Server

e F5->BiglP -> Delete MoTD Banner

e Fortinet -> FortiGate -> Add Admin Super User

e Fortinet -> FortiGate -> Add Allowed BT Subnets

e Fortinet -> FortiGate -> Add Pre-Login Banner

e Fortinet -> FortiGate -> Delete Post-Login Banner

e Fortinet -> FortiGate -> Add TACACS+ Servers

e Fortinet -> FortiGate -> Add Interface Descriptions
e Fortinet -> FortiGate -> Change Admin Password

e Fortinet -> FortiGate -> Delete Post-Login Banner

e Fortinet -> FortiGate -> Delete Pre-Login Banner

e Fortinet -> FortiGate -> Delete SNMP v2

e Fortinet -> FortiGate -> Delete SNMP v3

e Fortinet -> FortiGate -> Delete RADIUS Server

e Fortinet -> FortiGate -> Delete TACACS+ Server
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e Fortinet -> FortiGate -> Delete non BT User

e Fortinet -> Fortimanager -> Add Admin Super User

e Fortinet -> Fortimanager -> Add Allowed Subnets

e Fortinet -> Fortimanager -> Add Pre-Login Banner

e Fortinet -> Fortimanager -> Add SNMPv3

e Fortinet -> Fortimanager -> Add TACACS+ Servers

e Fortinet -> Fortimanager -> Add Interface Descriptions

e Fortinet -> Fortimanager -> Change Admin Password

e Fortinet -> Fortimanager -> Delete Pre-Login Banner

e Fortinet -> Fortimanager -> Delete Post Login Banner

e Fortinet -> Fortimanager -> Delete SNMP v2

e Fortinet -> Fortimanager -> Delete SNMPv3

e Fortinet -> Fortimanager -> Delete RADIUS Servers

e Fortinet -> Fortimanager -> Delete TACACS+ Servers

e Fortinet -> Fortimanager -> Delete Local User

e Juniper -> SRX -> Announcement message

e Juniper -> SRX -> Login message

e Juniper -> SRX -> SSH verify v2

e Juniper -> SRX -> Management SSH access list

e Juniper -> SRX -> Force min & max password characters

e Juniper -> SRX -> Change Admin password

e Juniper -> SRX -> Add Admin user

e Juniper -> SRX -> Management access list

e Juniper -> SRX -> Configure SNMP v2c

e Juniper -> SRX ->- Enable SNMP v3

e Juniper -> SRX -> Configure SNMP v2c traps

e Juniper -> SRX -> Configure SNMP v3 traps

e Juniper -> SRX -> Set TACACS server

e Juniper -> SRX -> Remove users (except admin)

e Juniper -> SRX -> Delete user

e Juniper -> SRX -> Delete Management access list

e Juniper -> SRX -> Delete TACACS+ server

e Juniper -> SRX -> Delete Login message

e Symantec -> BlueCoat -> Proxy SG -> Change Admin Password

e Symantec -> BlueCoat -> Proxy SG -> Change Enable Password

e Symantec -> BlueCoat -> Proxy SG -> Disable SSH Pre-Login Banner
e Symantec -> BlueCoat -> Proxy SG -> Enable SSH Pre-Login Banner
e Symantec -> BlueCoat -> Proxy SG -> Delete SNMPv1/2 Community
e Symantec -> BlueCoat -> Proxy SG -> Add SNMPv1/2 Community
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e Symantec -> BlueCoat -> Proxy SG -> Add SNMPv3 User
e Symantec -> BlueCoat -> Proxy SG -> Enable login banner
e Symantec -> BlueCoat -> Proxy SG -> Add access control via file
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